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Society for Cyberabad Security Council (SCSC), a joint initiative of the Cyberabad
Police Commissionerate and Hyderabad’s IT industry sector.

Founded in 2006, SCSC promotes safety and security in Cyberabad, attending to
the needs of IT companies, and those living and working in the IT corridor.



Message from Mr Avinash Mohanty, IPS.,
Commissioner of Police, Cyberabad

Greetings to all,

I would like to reflect on the significant
progress and impactful initiatives undertaken
by the Society for Cyberabad Security Council
(SCSC) during the year 2023-24. While much of
this progress occurred quietly and without
widespread recognition, its effects have been
profound for the entire state of Telangana.

Historically, SCSC's efforts were concentrated
within the Cyberabad Police Commissionerate
limits. However, the launch of the LECISO (Law
Enforcement Chief Information Security
Officers) Council marks a significant
expansion. This council, which includes CISOs
from major organizations across India,
represents a strategic achievement for SCSC.
Their shared mission is to create a cyber-safe
ecosystem for Telangana, with aspirations of
eventually extending these efforts across the
country. The council is tackling the critical
issue of underreporting cyber-attacks, which
jeopardizes information security. By
establishing a system for reporting and
resolving cyber incidents, they aim to address
the root of these problems and ensure
comprehensive solutions. This initiative also
facilitates international cooperation,
particularly in dealing with cross-border cyber
threats, by leveraging Interpol's resources
through a collaborative approach between
law enforcement and enterprises.

Additionally, SCSC has made remarkable strides in raising awareness about key issues such as cyber
crimes, road safety, and women's safety. Over the past year, SCSC and Cyberabad Police jointly
conducted 234 awareness sessions, reaching and positively impacting more than 100,000 individuals.
These efforts underscore SCSC's commitment to enhancing safety and security in the region. Another
big initiative that is making steady progress is setting up Safety Clubs across the schools and colleges
in Cyberabad.

The continuous collaboration with the Cyber Security Bureau will further strengthen the Cyber Eco
system across the country.

| am very optimistic about the coming year, and | wish a continued success and collaboration between
SCSC and Cyberabad Police in the coming year, benefiting the industry and society as a whole.
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Message from Mr Joel Davis, IPS.,
Joint Commissioner of Police
Hon Vice Chairman, SCSC

Greetings to all,

SCSC Traffic Forum has made significant
strides in improving traffic management in
Cyberabad by fostering collaboration between
the industry and the Cyberabad Traffic Police.

During the year 2023-24, we convened
multiple meetings with the industry leaders
and got a very good insight into what the
industry is expecting from SCSC & Cyberabad
Traffic Police. What is heartening to note is
that most of the industry leaders, who have a
good view of the traffic & Traffic Police in
other cities, told us that the support they have
received from the Traffic Police in Hyderabad
is a class apart from the other cities and what
they have liked most is the connect, which the
Cyberabad Traffic Police and SCSC conduct,
regularly.

The positive feedback from industry leaders
highlights the effectiveness of this approach,
and the introduction of the Traffic Marshals
initiative seems to be a promising step
forward.

Traffic Marshals is an initiative from SCSC and
Cyberabad Traffic Police. Traffic Marshalls are
full-time employees dedicated to Traffic
Regulation, supported by Industry and SCSC.
They help the Traffic Police manage the key
traffic bottleneck areas in Cyberabad, which in
turn helps them focus on enforcing the traffic
rules and regulations.

i, Lol

| see a great opportunity in this industry & law enforcement agency tie-up on an ongoing basis. This
collaboration, which has already shown significant success, has the potential to improve traffic

management in Cyberabad further.
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Message from Mr. Ramesh Kaza,
Secretary General

Greetings to all,

A key factor in the progress of any successful society is the effective management of safety and
security. Society for Cyberabad Security Council (SCSC), one of the societies, very unique in the
country, that is concentrating on this aspect of safety & security, along with Law Enforcement agency
has made significant strides in promoting awareness and launching initiatives across various critical
areas.

During the last year, SCSC has intensified awareness programs, focusing on crucial areas such as
Cyber Safety, Women Safety, Road Safety, and Substance Abuse. These initiatives empower the
community with knowledge and tools to stay safe and vigilant. The enthusiastic participation from
various sectors, including schools, colleges, and corporate entities, has been particularly encouraging.

The expansion of the Telangana State Police
Center of Excellence for Cyber Safety is an
exciting development, aimed at further
strengthening the capacity to tackle emerging
challenges in cyber security. Through this
initiative, the focus is on enhancing the ability to
protect and secure the digital environment,
ensuring a safer and more resilient cyberspace
for all.

Another landmark initiative of SCSC is the launch
of India’s first LE CISO Council reflects a strategic
vision to build a cyber-safe ecosystem for
businesses and citizens alike. The Council is
dedicated to fostering a secure environment by
leveraging the collective expertise of the Chief
Information Security Officer (CISO) community,
spread across the country & Law enforcement
agency. This initiative aims to provide
comprehensive cyber safety support to Micro,
Small, and Medium Enterprises (MSMEs) by
creating a robust framework that includes
sharing best practices, offering guidance on
emerging threats, and facilitating access to
cutting-edge security technologies.

We have strengthened the Executive Council, bringing fresh perspectives and ideas that are expected
to propel SCSC to new heights. Last but not the least, | would like to thank all our member companies
who have made the year 2023-24, the best year by contributing the highest amount of membership
fees, since its inception.
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SCSC Executive Committee Members

NAME

Mr. Avinash Mohanty, IPS
Commissioner of Police

Mr. D Joel Davis, IPS
Joint Commissioner of Police

Mr. Ramesh Kaza

Head of Strategy &
Transformation, Intl CIO

Mr. Sriniwas C R
CHRO

Ms. Padmapriya
Chief of Staff, CEO's office

Mr. Shrawan Gone
CEO

Mr. Abhishek Kumar
Director - Microsoft

Dr. Rajiv Menon
Head - Cardiology Department

Mr. Krishnan lyer
Chief Growth Officer

Mr. Murali Krishna
Center Head

Mr. Sreesa Movva
Vice President

Col (retd). Ramesh Menon
Security Head & Admin

Mr. C N Rao
CEO

Ms. Mamatha Vegunta
HR Director
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ORGANIZATION

Cyberabad Police

Cyberabad Police

State Street

NACL

Cognizant

Raheja Mindspace

Microsoft

AlG Hospital

LTI Mindtree

Providence

Welspun

GAR Corp

SLN Projects

DBS

SCSC BOARD

Honorary Chairman

Honorary Vice Chairman

Secretary General

Joint Secretary - Traffic
Forum

Joint Secretary - Education
Forum

Joint Secretary -
Infrastructure & Reality

Joint Secretary - Cyber
Security

Co-Lead - Health Forum

EC Member

EC Member

EC Member

EC Member

EC Member

EC Member
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SCSC Executive Committee Members

NAME

Mr. Satish Ganapathy
Security Head

Mr. Ramesh Gopagiri
Head of Mktg & Operations

Mr. Praveen Polavaram
Sr VP, Finance

Mr. Venu Goud
Estate Head

Ms. Jyothsna Angara
Independent Member

Mr. Vijay Rangineni
Advisor

Mr. Hemchandra P
HR Head

Mr. Sreekant Badiga
Director

Dr. Chinna Babu
Head - Oncology

Ms. Mamatha Madireddy
MD

Ms. Vanitha Datla
Vice Chairperson

Ms. Ragu Kannan
CEO

Mr. Rajesh Balraju
Sr Banking Operations lead

Mr. Ned Mody
CEO
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ORGANIZATION

Deloitte

Vamsiram Builders

Berkadia

DLF

Independent Member

Dallas Venture Capital

Neu Land Labs

Phoenix Group

Yashoda Hospital

HSBC

ELICO

Satguru Consultants

LSEG

Newmark

SCSC BOARD

EC Member

EC Member

Treasurer

EC Member

EC Member

EC Member

EC Member

EC Member
Joint Secretary Health
Forum

Joint Secretary - Women's
Forum

Co-Lead - Education
Forum

Co-lead - Women's Forum
& Cyber Security Forum

EC Member

Co-Lead, SOHUM
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CYBER SECURITY FORUM

JOINT SECRETARY: ABHISHEK KUMAR

CONVENOR: K. NARASIMHA, IPS., DCP-CRIMES

The demand for Cyber Security Services is intensifying across sectors like IT/ITES, healthcare,
pharmaceuticals, and manufacturing, with the banking and financial sectors particularly vulnerable.
This urgency is driven not only by threats to businesses but also by a significant rise in citizen-centric
cybercrimes in India during 2023-24, which highlights the critical need for robust Cyber security

measures.

|
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Citizen-centric cybercrimes have surged significantly,
impacting daily life across India. Courier frauds have
increased by over 67%, with scammers posing as
legitimate companies to steal sensitive

information. Investment frauds have risen by 58%,
resulting in losses exceeding 12,000 crores through fake
online schemes. Fake job offershave jumped by 55%, with
fraudsters impersonating recruiters, causing financial and
emotional harm.Impersonation scamson social media
and messaging apps are up by 62%, with over 1,200 cases

leading to losses of more than 500 crores.
(Source: CERT-IN, 2023)

Ransomware attacks have surged globally by 93%,
heavily targeting the financial sector, with damages
expected to reach $30 billion by 2025. Phishing attacks
now account for over 36% of data breaches, while supply
chain attacks have risen by 42%, impacting industries

dependent on intricate vendor networks.
(Source: https://secureframe.com/blog/cybersecurity-statistics)
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CYBER SECURITY FORUM PURPOSE
AND OBJECTIVES

These alarming statistics underscore the importance of cyber security as a core pillar for both the
SCSC and the Cyberabad Metropolitan Police. Their strategic focus on cyber security is essential not
only for protecting businesses but also for safeguarding citizens against these pervasive threats.

The Cyber Security Forum plays a crucial role in this
context. It serves as a vital platform for collaboration
between industry leaders, cyber security experts, and law
enforcement agencies. By facilitating dialogue on
emerging threats like citizen-centric cybercrimes, the
Forum helps develop proactive strategies and solutions.
This collective effort is crucial in creating a robust cyber
security framework that protects both critical information
infrastructure and the broader public from the evolving
landscape of cyber threats.

The Cyber Security Forum, in partnership with the
Cyberabad Cybercrimes Police, has consistently prioritized
its flagship initiative, DiLSeY (Digital Literacy to Secure
Youth). This program has been instrumental in raising
awareness about cybercrimes across a diverse range of
sectors, including educational institutions, corporate
environments, hospitality, aviation, the armed forces, NCC
cadets, the defence sector, and construction workers.
Designed to harness the enthusiasm of corporate
employees and members of the Cyberabad Security
Council, DiLSeY aims to promote digital safety on a broad
scale.

LEA
1%

Hospitality
1%

Government
1%

Armed Forces/ Defence
6%

Educational Institute
48%

Communities
18%

Corporates
25%
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CYBER SECURITY FORUM

Workshops Conducted (Year 2023-24): 99

Citizen Reach: 24,501

List of organizations where the Cyber Security Awareness programs have been conducted.

Organization/Venue

Chirec International School
Pet Basheerbagh Auto Stand
Vignan College, Shamshabad
Mech chemicals

Srinivasa Nagar,
Jagadgirigutta

Kompally Women's Hostel
Manjeera Diamond Towers
Gouthami Degree College
My Home Avathar, Narsingi

Bharathi Nagar, LIG, BHEL,
RCpuram

Honor Vivantis, Gopanpalli

Rajapushpa Apartment,
Kokapet

Ghanpur village, Medchal
Dogra Regiment
Avinash Degree College

Shilpa Enclave Community
Hall

Medicity Hospital
Avishakar College
Lithium Urban Pvt. Ltd
IBM, Mindspace
Ferozguda Basti
Dhanalakshmi Center
Shamshabad Market
CMR College, Medchal

Peddashapur Village,
Shamshabad
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Activity

Educational Institute
Communities
Educational Institute

Corporates
Communities

Communities
Communities
Educational Institute

Communities
Communities
Communities
Communities

Communities
Armed Forces/Defence

Educational Institute
Communities

Corporates
Educational Institute
Corporates
Corporates
Communities
Communities
Communities

Educational Institute

Communities

Organization/Venue

Begums Function Hall
Coaching Centre,
Shamshabad

Government Girls High school
Railway station, Shadnagar

Ambedkar Ground,
Shadnagar

Hallmark Builders -
Construction Site, Kokapet

Giridhari Homes -
Construction Site, Narsingi

Rallaguda Shopping Complex
Deverayamijal Village

Mallareddy Dental College,
Suraram

Rallaguda IAS Coaching centre
Deverayamijal Village

Mallareddy Dental College,
Suraram

Labour Camp, Near Kennedy
School, Bachupally

Avasa Hotels, Madhapur

1 Telangana Battalion NCC,
Shamshabad

4 Telangana Battalion NCC,
Nacharam

ICFAI/IFHE

3 Telangana Battalion NCC,
Bison Training Grounds

Swami Narayan Gurukul,
Chilkur - Resident Students

Swami Narayan Gurukul,
Chilkur - Day Scholars

Thomson Reuters, Mindspace
Lithium Urban Pvt. Ltd

Aspire Engg. College - Ashok,
Principal

World1 United Human Rights
Council

Activity

Educational Institute
Educational Institute
Communities

Communities
Educational Institute

Communities

Communities

Communities
Educational Institute

Educational Institute

Communities

Educational Institute

Communities
Hospitality

Armed Forces/Defence

Armed Forces/Defence
Educational Institute

Armed Forces/Defence
Educational Institute

Educational Institute

Corporates

Corporates

Educational Institute

Communities
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CYBER SECURITY FORUM

Workshops Conducted (Year 2023-24): 99

Citizen Reach: 24,501

List of organizations where the Cyber Security Awareness programs have been conducted.

Organization/Venue

Mega Retail Loan Expo -
Union Bank, Imperial Garden,
Sikh Village

Rajiv Gandhi University of
Knowledge Technologies,
Basara

SSD Grammar High School,
Kukatpally

Bharath Dynamics Limited,
Gachibowli

Sri Vidyaranya International
School, Bandlaguda Jagir

Midhani, Kanchanbagh

Chennais Amirta International
Institute of Hotel
Management

Indus international school -
High School Students

Manthan International School,
Tellapur

Gaudium International
School, Kollur, Grade 8

Gaudium International
School, Kollur, Grade 9&10

Gaudium International
School, Kollur, Grade 6

Gaudium International
School, Kollur, Grade 7

7 T Girls Battalion, Bison
Training Grounds,
Secunderabad

Prerana Waldrof School,
Gachibowli

Novartis

Ferozguda Basti

Army Public School, Sun City
Brahmakumari's, Gachibowli

Sujatha High School, Abids
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Activity

Communities

Educational Institute

Educational Institute
Armed Forces/Defence

Edcucational Institute

Armed Forces/Defence

Educational Institute

Educational Institute
Educational Institute
Educational Institute
Educational Institute
Educational Institute

Educational Institute

Armed Forces/Defence

Educational Institute

Hospitality
Communities
Educational Institute
Communities

Educational Institute

Organization/Venue

Telangana Batallion 3 NCC
Cadets, Secunderabad

Synchrony Financials

St. Joseph's Degree & PG
College - Kingkoti, Hyderabad
Central Census Department,
Koti

St. Andrews High School,
Bowenpally

Malankara Orthodox Syrian
Church, Jeeditmetla
Telangana Batallion 7 NCC
Cadets, Sec'bad

Cigniti Technologies Limited,
6th Floor, Orion Block, “The V"
(Ascendas), Plot No#17
Software Units Layout
Madhapur.

SIS Software (India) Pvt. Ltd,
2nd Fr, Block C, iLabs

Oxford International School,
Dammaiguda

Tech Mahindra

Raytex IT Services LLP, Awfis,
Lorven Tiara, 2nd Floor,
Survey no. 34, Kothaguda,
Junction, Kondapur(Virtual)
Chirec International

IBM India Pvt Ltd, 12 D,
Raheja Mindspace, Hitech
City, Madhapur Hyderabad
Colruyt Group India

Corteva, Waverock Building
Chirec International,
Kondapur

Tech Mahindra, Bahadurpally
Innova Sol's, GAR Building,
Kokapet

Innova Sol's, 8th Fir, Bld 9,
Mindspace

Hyundai Mobis India, 7th &
8th FIr, 12B Raheja Mindspace

Activity

Armed Forces/Defence

Corporates

Educational Institute

Government

Educational Institute

Communities

Armed Forces/Defence

Corporates

Corporates

Educational Institute

Corporates

Corporates

Educational Institute

Corporates

Educational Institute
Corporates
Educational Institute

Corporates

Corporates

Corporates

Corporates
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CYBER SECURITY FORUM

Workshops Conducted (Year 2023-24): 99
Citizen Reach: 24,501

List of organizations where the Cyber Security Awareness programs have been conducted.

Organization/Venue Activity Organization/Venue Activity

Hyundai Mobis India, 12th
Corporates Floor, Phoenix Aquila, Rd # 1, Corporates
Financial District

Innova Sol's, 4th Flr, Tower 1,
NSL SEZ Arena, Uppal

Mahatma Gandhi Institute of

Technology, Gandipet Educational Institute GOCL, IDL Road, Kukatpally Corporates
GAR Corp, Kothaguda Corporates Accor Group (Novotel) Hospitality
Wipro (Virtural) Corporates Tower Automative Corporates
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RECOGNISING THE VOLUNTEERS
YEAR 2023-24

Aaftab Ahmed

Hemanth Pasumarthi

Dr. Usha Yanamandra

B. Anil Kumar

Mohammed Ahmed

Roopa Shanmugham

Bindu Varghese

Himanshu Shekhar

Guru Swamy Revana

Joyce CMP

Prasanthi Kenguva

Katta Durga

Madhu Bhimavarapu

Praveen Tangella

Shazia Begum

Radhakrishna Murthy

Ramu Gopagani

Mir Mahoomad Ali
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Sainath Chary Sriramadevi Sashi Prabha Munigala
Chandrakanth N. Srikanth Sunil Somanagurthy
S.Siva Kumar Santhosh B Vani Prasad
PVN Hemanth Zubaid Nazeem
D. Naveen Kumar Supriya Sai Laxmi
Tarak Raman Shravan Sandeep
Gagan
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DiLSeY PHOTOGRAPHS
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CYBER SECURITY FORUM
PROJECT: MISSION 1 MILLION

As part of Project Mission 1 Million, SCSC has partnered with the ISC2 Hyderabad Chapter to drive
impactful cyber security awareness and training initiatives. This collaboration culminated in the
organization of a "Train the Trainer" program, specifically designed for volunteers from both the
DiLSeY initiative and ISC2.

The program focused on equipping volunteers with
comprehensive knowledge and skills across various cyber
security modules, tailored to different sectors such as
Educational Institutions, Corporates, Defence, and others.

The training sessions were meticulously designed to
empower the volunteers with the tools and strategies
needed to effectively disseminate cyber security
awareness and best practices within their respective
domains. By targeting diverse sectors, the program
ensured a broad reach and a deep impact, aligning with
the overarching goal of Project Mission 1 Million.

Following the training, a felicitation ceremony was held to
recognize and honour the most active and dedicated
volunteers who contributed significantly to the program'’s
success. The event was graced by the presence of the
Chief Guest Sri. K. Narasimha, IPS., Deputy Commissioner
of Police (Crimes). The DCP's participation underscored
the importance of community involvement and the critical
role that trained volunteers play in enhancing cyber
security awareness across various sectors.

This initiative not only strengthened the collaboration
between SCSC and ISC2 Hyderabad Chapter but also
reinforced the commitment to fostering a safer digital
environment through education and proactive
engagement.

T T
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REFRESHER TRAINING &
FELICITATION PHOTOGRAPHS
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CYBER SECURITY FORUM

TESTIMONIALS

The impact of our initiatives has been particularly noted in the way they have resonated with both
students and professionals, fostering a greater understanding of cyber threats and the necessary
precautions to mitigate them. The testimonials we have received reflect the value and relevance of
our programs, reinforcing our commitment to continue advancing cyber security awareness.

Below are a few testimonials that capture the essence of
the positive feedback we've received, though these
examples represent only a fraction of the widespread
support and appreciation from our participants and
partners:
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Hi Bhanu. Yes, it was an excellent session. I'm glad you did most of the facilitation -
while | appreciate new volunteers will come into the fold, quality of facilitation and
communication skills matter a lot when we put out such programmes. You are at a
very different level of facilitation compared to the rest of your team. Sorry, I'm just
being upfront about it.

| will share some photos shortly.
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This affirmation from our stakeholders serves as a powerful
motivator for the Cyber Security Forum to continue its
mission of educating and empowering individuals and
organizations in the fight against cybercrime.
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Thank You

Denr Bhamu Murthy Gan,

Wo wanl to expross our sincers gratitude for organizing the Cybar
Security Awarensss Session. The session wos incredibly informative
and proved to be immensely useful for each one of us.,

Wao paticulary wonl to commaend you on the choica of cobe dludies;
thay were axceplionally good and provided valuable insights into real-
weorkd scenarios, Your effonts in cunating the content and delivering it in
such o chiar shd srgaging mannar did not go unnoticed,

As someane who values cybersecuity and understands (ts significance
in our daity Fves, wo truly appreciatod the depth of knowledge shared
during this session. Your oxperise and passion for the subject wire
avident, making the leaming esparence both enjoyable and
wonlightening

We wont to axtend our thanks nol only for the recent session bul aleg
for your dedication to making these iniliativen posaitie. The impoct of
such awnroness sossions can be profound. Looking forwnrd fo have:
mons sassions like thase in the futurs.

Once again, thank you for your fime, commiment. and wvolusablo
eontribution to enhancing o understanding of cybersocurity. Your
afforts have msds & poilive difersncs, and wi are gonunaly gratiful,
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CYBER SECURITY FORUM

TELANGANA STATE POLICE CENTRE OF
EXCELLENCE FOR CYBER SAFETY (TSPCC)

SCSC and Cyberabad Police Commissionerate have jointly started a mission to establish a Centre of
Excellence for Cyber Safety, to create a cyber friendly ecosystem for industries, citizens with the
support of academia and leading industry tycoons across the country and to quickly address the cyber
threats, promote cyber awareness across segments of society, boost the confidence levels of
industries and promote cybercrime reporting in Telangana.

Vision:
To secure the cyber ecosystem for the state of Telangana.
Mission:

Industry led initiative in partnership with Police (PPP), as a trusted partner to citizens, industry, and
academia, for mitigating cyber security incidents and frauds, by leveraging technology, setting up
processes, building capacity, spreading awareness, to strengthen the legal framework, by
complementing cyber security initiatives of Government and to serve as a collaborative and
continuous innovation platform for - Field practitioners, Industry experts, Thought leaders,
Researchers etc.

by B Sikyois
= e
| orm S e

- i =N
R oo o ==
[ agiors | perencnan
i bdstcan acy, Cyiard
Ex-Dfficio Members Sdmies

8 Exscuthve Councll

Director, TG CSB +— - Industry Exncutivy Commition

Ju Diowctor [Teck] Consulting Org / Tech Pl

Cperationat Usil
soc Cyber Caniral
ey o
Operational Unit

“ Palicy Advecacy Cyteir Tae Uail Identy Thlt Ut
™ g

T
Ersatpeins e ) Emerging Threat Unit Beaity Harm Cytier Uni
Security Secuity

Cyteir
oD@ oDen

TSPCC Governance Structure
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CYBER SECURITY FORUM

CISO COUNCIL:

India’s first law enforcement Chief Information Security Officers’ (CISO) council was launched by DGP
Anjani Kumar and Principal Secretary Jayesh Ranjan at the Cyberabad Police Commissionerate on 7th
October 2023.The CISO council will partner with public and private institutions to tackle cyber security
threat in real time. The State police, with the support of industry and academia, launched the CISO
council, in the presence of Hon. Chairman and Commissioner of Police, Stephen Raveendra, IPS., and
Secretary General for Society for Cyberabad Security Council (SCSC) Ramesh Kaza.

SCSC brings together the expertise of security leaders from the industry and the investigative
capabilities of law enforcement to combat cyber threats effectively. Through enhanced collaboration,
real-time intelligence sharing, improved incident response, and legal partnerships, organizations can
strengthen their cyber security posture and mitigate the risks posed by cybercriminals. By influencing
policy development and fostering professional growth, this initiative will play a vital role in creating a
secure digital environment for organizations and society.

Vision:
To create cybersafe ecosystem for the State of Telangana
Mission:

Create a secure environment for businesses and citizens by leveraging the collective expertise of the
CISO community and the technology partner eco-system.

Key Objectives:
Enhance Cyber Security Hygiene & Resilience

e Enhance the collective cyber security resilience of member organizations and the broader
community by fostering collaboration, strengthening cyber security posture, sharing threat
intelligence, and coordinating responses to cyber incidents.

e Focus on helping secure critical state government infrastructure to ensure services are not
disrupted.

Facilitate Information Sharing & Standardization

e Develop, collate and publish tools, technologies, processes to assist organizations in
securing their digital estate.

e Establish a trusted platform for member organizations to share cyber threat intelligence,
best practices, and lessons learned.

Incident Response & Mitigation

e Develop and implement standardized Incident Response (IR) frameworks and procedures
across member organizations to ensure consistent and effective response to cyber incidents,
minimizing the impact on operations and data.

e Create an extended team of SMEs who can develop guidelines for robust IR capabilities and
available for consultation when needed.
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CYBER SECURITY FORUM

Influence Policy and Regulation

e |Leverage the collective experience, expertise and influence to advocate for improved cyber
security policies and regulations at local, regional, and national levels.

Enhance Cyber Security Awareness, Education and Competencies

e Organize training sessions, workshops, and awareness campaigns to enhance the
knowledge and awareness of cyber security among its members and the broader
community.

e Investin research and training and leverage the collective knowledge to help enhance
security competencies of member companies as well as LEAs.

Enable Cybercrimes Investigations Support From LEAs

e Establish a mechanism whereby organizations can easily reach out to LEAs for reporting
cybercrimes and take their assistance for investigations where required.
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CYBER SECURITY FORUM

Advisory Board

< Provide overall direction to the Council

4 Act as sounding board and support to the Management
< Provide advice on continual improvements

Executive Committee

< Develop frameworks and strategy for execution & delivery
4+ Evaluate existing capabilities & improvement opportunities
% Responsible for Planning & Budgeting

Operational Unit

<+ Plan, manage and execute day to day tasks and operations
< Responsible for building and improving content

< Measure and report on milestones, performance

Governance Structure

RANSOMWARE THREAT INTEL SOC/SIEM CYBER ACADEMY SECURITY HYGIENE &
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Council Workstreams supported by CISOs

SCSC AGM REPORT 2023-24

20



CYBER SECURITY FORUM

CISOs VISIT TO TELANGANA STATE CYBER
SECURITY BUREAU (TSCSB)

A delegation of Chief Information Security Officers (CISOs) met Ms. Shikha Goel, Director of the
Telangana State Cyber Security Bureau (TSCSB) on 22nd Feb 2024, to discuss the bureau's current
needs and explore how the CISOs could provide strategic support. The meeting was an important step
in aligning the expertise of leading cyber security professionals with the mission of the TSCSB.

COMMISSIONERATE

' During the discussion, Ms. Goel outlined the
bureau's key priorities and challenges,
emphasizing the need for enhanced cyber
security measures to protect the state's critical
infrastructure and sensitive data. The CISOs,
drawing on their extensive experience in
managing cyber security in various industries,
engaged in a comprehensive dialogue to identify
areas where they could contribute effectively.

The CISOs expressed their commitment to supporting the TSCSB's initiatives by offering their
expertise in areas such as threat assessment, incident response, security audits, and awareness
training. They also discussed the potential for ongoing collaboration, including the possibility of joint
efforts to develop and implement advanced cyber security frameworks tailored to the specific needs
of the bureau.

This meeting marked the beginning of a promising partnership aimed at strengthening the cyber
security posture of the Telangana State Cyber Security Bureau, with the CISOs playing a pivotal role in
providing guidance and support to meet the bureau's objectives.
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EDUCATION FORUM

The SCSC Education Forum is dedicated to fostering a safer and more aware student community
through educational initiatives focused on safety and well-being. By establishing Safety Clubs and
organizing events, the forum aims to empower students, parents, and educators with knowledge and
skills to navigate various safety challenges.

Activities of Safety Clubs:

Throughout the past year, the SCSC Education Forum has been proactive in launching and supporting
Safety Clubs in several schools, promoting a culture of vigilance and awareness among young minds.
Notable initiatives include:

Safety Club Launches:

New Safety Clubs were established at Pallavi International School and Ganges Valley School,
focusing on educating students about personal safety, cyber awareness, and emergency
preparedness.

Drug Awareness Initiative:

At Birla Open Minds School, the forum organized a "Say NO to Drugs" event, emphasizing the
dangers of substance abuse and promoting healthy lifestyle choices among students.

Addressing Privacy Concerns:

At Global Edge School, the forum intervened to address privacy concerns involving peeping toms
from the neighbouring College students, ensuring the concerns of privacy and creating a safer
environment for students.

Cyber Safety Education:

An informative session on women and cyber safety was conducted for high school students and
parents at Gitanjali Devkul, equipping them with essential knowledge to protect themselves in the
digital age.

Volunteer Mapping and Engagement:

To enhance the effectiveness of safety education, the forum mapped all volunteers to specific
education zones, ensuring targeted outreach and support.

Short Film Contest on Safety:

At Gitanjali Vidyakul, Kukatpally, the forum served as a jury member for a short film contest on
safety, encouraging creative expression and awareness among students.

One of the outcomes of the Safety
clubs, is a POCSO Case (Protection
of Children from Sexual Offences)
case reported at Vidyabharti School
was swiftly handled with the
support of SHE Teams,
demonstrating the forum's
commitment to addressing serious
safety concerns in educational
settings.
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Upcoming Initiatives:

Looking ahead, the SCSC Education Forum plans to expand its impact with several key initiatives:

Increase Safety Clubs:

Efforts will be made to establish more Safety Clubs in schools, broadening the reach of safety
education and fostering a proactive approach to personal and community safety.

Enhance Substance Awareness Programs:

The forum aims to increase the number of programs addressing substance abuse, providing
students with the knowledge to make informed decisions and avoid harmful behaviors.

Develop Holistic Safety Programs:

New holistic programs will be introduced, covering various aspects of safety, from physical and
emotional well-being to cyber security and emergency response.

Expand Volunteer Base:

By recruiting more volunteers, the forum seeks to enhance its capacity to deliver impactful safety
education across different regions.

Collaborate with Young Minds and Other Agencies:

Building partnerships with youth organizations and other agencies will enable the forum to
deliver more comprehensive and effective safety initiatives.

Through these ongoing and upcoming efforts, the SCSC Education Forum is committed to building a
safer tomorrow by empowering students and communities with essential safety knowledge and
resources.

List of Organizations Where the Women’s Forum Awareness Programs Have Been Conducted

S.NO DATE EVENTS

A POCSO case was reported at School

01 dth May and was promptly handled by the SHE
Teams.

02 11th May Launch of Safety Club at Pallavi Intl
School-

03 22nd June Launch of Safety Club at Ganges Valley
School
A'Say NO to Drugs' event at Birla Open

04 27th October Minds, followed by a march to Kollur.

05 22nd February  Peeping Toms from the adjacent school
Women & Cyber Safety for Gitanjali

06 6th March Devkul High School students and
parents

07 12th March Mapped all Volunteer to Edu Zones

08 14th March Gitanjali Vidyakul in Kukatpally hosted

a Short Film Contest, with SCSC
serving as a jury member.
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SAFETY AND SECURITY FORUM

The design of the forum is conceptualized and works as the operative body of the council that
diversifies the proactive strategies of the council and channelized through the events,
projects/initiatives and programs that are planned quarterly. The forum created works towards
fulfilling the vision statement of the council.

Xl batch of the Tactical Training Program was conducted at Franklin Templeton Campus from 18th
August to 20th August 2023. This 3-day intense training program was attended by Cyberabad Police
Tactical Trainers.

)| 85 Security Guards/Supervisors representing
companies, such as Accenture, ADP, BOA, Dell,
Deloitte, Franklin Templeton, Raheja, Meta India,
Novartis, Opentext, Synchrony, Verizon, Wells
Fargo & Wipro.

The Topics covered were ground circuit fitness
training, self-defense, firefighting, corporate
security, disarming of weapons, anti-terror,
bomb detection etc.

Certificates were distributed to the participants
on successful completion of program by
Additional DCP Cyberabad.
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SHE Shuttles

PIONEERING SAFE AND RELIABLE TRANSPORTATION FOR WOMEN IN CYBERABAD

SHE Shuttles is an initiative launched by SCSC to provide last-mile connectivity and a safe transport
option to women working in the Cyberabad limits.

SCSC launched SHE Shuttles Bus Services in Cyberabad for women employees in the IT corridor in
the Cyberabad area with two buses on June 29, 2015. To begin the operations, TSIIC donated two
buses, and thereafter, many organizations came forward to support this initiative. The routes
were planned to cover working areas and surrounding areas where several hostels are located, in
addition to the majority of the IT Parks.

What started with 2 SHE Shuttles is now 16 Shuttles running with a monthly ridership of
1.52 lakhs.

SHE Shuttles is a unique initiative and one of its kind in the country for the working women
professionals in the IT Corridor, rolled out for transit safety. SHE Shuttles runs on all the
connecting roads where there is a concentration of IT companies and IT Parks connecting Hitech
City, Madhapur, Gachibowli, Kondapur, Financial District and other areas. They run from 7:30 AM
to 12:00 PM & 3:30 PM to 9:00 PM. With increased demand from Pharma clusters, during the past
4 years, launched 4 SHE Shuttles in the Pharma area & services received an overwhelming
response.

SHE Shuttles are tracked to
ensure passenger safety. The
system helps the user decide
when to wrap up her office work
and reach the bus stop just
before the bus arrives, ensuring
better safety on the road.

SCSC would like to thank all our
donor organizations who have
been supporting the SHE Shuttle
initiative.

She Shuttle Bus Donors

ADP - Automatic Data Solutions & Technology Services Pvt Ltd
Arcesium India Pvt Ltd

Avineon Charitable Trust

Biological E. Ltd

DLF Cyber City

Electronic Arts Games India Pvt Ltd

Harsco India Services Pvt. Ltd

Laxmi Infobahn Private Limited

Neuland Laboratories Limited

Providence Global Center LLP

TSIC IALA

Vestro Solvents Private Limited

Virtusa Consulting Services Private Limited
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TRAFFIC FORUM

Society For Cyberabad Security Council (SCSC) in its endeavour to make Cyberabad a world class IT
destination through implementing proactive and preventative initiatives, excellence in surveillance,
partnering with and educating all stakeholders and facilitate effective participation of all.

Cyberabad, which is the hub for Telangana’s IT / ITES industries, also receives highest no. of 4
wheelers and 2 wheelers in the city, every day - Ferrying the employees to reach their work place
and at the evening back home. With so many people using their private vehicles, traffic at times,
reaches the worse levels, with a good drizzle.

Traffic Forum is an initiative primarily aimed at
partnering with Cyberabad Traffic Police to foster road
safety and to bring about a pleasant road atmosphere.
It helps in creating awareness amongst IT employees
and public on road safety measures.

Traffic Forum conducts Road Safety Awareness Sessions:

1) Road Safety Awareness program for IT Employees & Educational institutions - This awareness
includes safe driving tips, precautions to be taken in rainy season, night driving etc

2) Cab & Bus Drivers Sensitization program:

Objective:

The session is aimed at bringing overall awareness on Road Safety for commuters and
enrolment of traffic volunteers

e The other objective is to create awareness on car pooling.
e Duration: 1.5 Hours
e Typical flow of events for the session

Traffic Forum conducts the session including enrolment procedure for traffic volunteer's employees
will be shown Real time CCTV footage of Road accidents & incidents in IT corridor or other accident-
prone areas, Traffic Training Institute officers covers importance of various signage’'s, MVDR and road
markings Cyberabad Police officials shall address the employees on real time experiences with special
focus on Women Safety & Road Safety aspects

Smart Traffic Management System:

The Traffic Forum aims to address the pressing issues of traffic congestion, safety, and sustainability
through collaborative efforts and innovative solutions. Our initiatives focus on:
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Traffic Marshalls:

Traffic Marshalls are essential for: Ensuring smooth traffic flow, preventing accidents, reducing
congestion, enhancing road user experience, supporting emergency services.

Smart Traffic Management:

Implementing intelligent transportation systems (ITS) to optimize traffic flow and reduce congestion
(Drone Camera Utilisation)

Road Safety Campaigns:

Awareness events to promote & counsel the commuters for the responsible driving habits and reduce
accidents.

Car Pooling Services:

By promoting car pooling, we can reduce traffic congestion, lower emissions, and enhance the overall
commuting experience.

Four more Traffic Task Force Bikes were pressed in to service by SCSC to be put in use by the
Cyberabad Traffic Police.
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S.No

01

02

03

04

05

06

07

08

S.No

01
02
03
04

05
06

07

08

09
10

11

Traffic Forum Programmes (April-2023 - March-2024)

Overall '54' Road Safety sessions conducted for IT/ITES Organisations, Communities, Students and for
General Public

Basic Life Support (BLS) sessions for IT/ITES Organisations & Communities and for general Public,
conducted '07' Sessions

Conducted '14' Cab Drivers Sensitisation Sessions for IT/ITES Organisations, Pharma & Educational
Institutions Cab/Bus Drivers

Overall '8' Road Safety Campaigns have been conducted in various Cyberabad traffic limits
Recce (Comprehensive Reconnaissance) conducted In '4-Routes' - To ensure congestion-free traffic

Meetings with Stakeholders and Interaction with Chief Electoral Officer, Telangana & Security Heads

SCSC has been awarded for its efforts in spreading awareness about Road Safety in Cyberabad by
OHSSAI (Occupational Health, Safety, Sustainability, and Industrial Hygiene) Foundation

Traffic Volunteers supported for '74' Events/Programs (68+ Volunteers joined hands with Traffic & L&O
Police)

Program/Event

Traffic Volunteers Supports for Ganesh Immersion

Para Sports Screening and Selection Process of NVS School Supported by Traffic Volunteers
Cyberabad Traffic & L&O Police Conducted Special Sankranti Patrolling Drive in Cyberabad Limits
HBC Azadi ka Amrit Mahotsav, Cyclothon [TGHC Season - 6] & Decathlon HCG 10K, Cyclothon Event

Katta Maisamma Jatara (A Temple Festival Event), Jeedimetla

Bike Rally Events at Cyberabad Limits
Traffic Diversion for Flyover Work from Gachibowli Junction towards Kondapur Road

Aerial Drone Show, Celebrations of Telangana 10th Anniversary, with the Spectacular Telangana
Dashabdi Utsavalu!

Election Duty Support at Polling Booths

Politics Public Meetings/Bandobast Programs

Mega Special Drunken Drive at Cyberabad Limits by Cyberabad Traffic & L&O Police
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S.No Program/Event

12 Monsoon Volunteering: 9 Consecutive Days of Support from Traffic Volunteers.

13 Traffic Volunteers Support to Madhapur Traffic Cops for Encroachment Plan Activity

14 Pelican Signal Inauguration by Cyberabad Traffic Police in Collaboration with SCSC

15 Traffic Volunteers Support for Durgam Cheruvu Cable Bridge on Advising the Vistiors to Not Sit or Stand

on the Bridge.

16 Coordinating with Educational Institutions for Road Safety Awareness Sessions

Road Safety Awareness Sessions

S.No  Organization Participants S.No  Organization Participants
01 Ikea 160 19 Kamson Healthcare Pvt Ltd, Nadigama, 250
Shadnagar
02 Deloitte 450
20 Blue Yonder India Private Limited, 225
03 Deloitte AV Session 1000 Raidurgam
21 Bike Rally Helmet Awareness Event 300
04 Tech Mahindra, Madhapur 110 y
22 Kompally, Cyber Towers Helmet 75
05 CyberArk Software India Pvt Ltd 400 Awareness Event
06 GAR Infobhan - Kokapet, Narsingi 60 23 Shriram Life Insurance Company 35
Limited, Wipro Circle
07 Novotel - Madhapur 65 24 ARK Homes, Gated Community, Alwal 65
08 Birlasoft - Waverock, Gachibowli 200 25 NIA Circle, Madhapur Limits 100
09 Wipro Technologies 300 26 GOCL Corporation Ltd, IDL Lake Road, 225
KPHB
10 Mass Mutual - Gachibowli 300 27 Metro Stores, Suchitra, Alwal Limits 250
11 AVINEON - Ascendas IT Park, 270 28 Kapston Services Ltd 55
Madhapur
29 Tech Mahindra 125
12 NPCI - NanakramGuda, Narsingi 300 30 TCS Synergy Park, Madhapur, 1550
Kondapur, Gachibowli-2
13 UST, Ascendas IT Park, Raidurgam 150 P
31 Lodha Meridian, Gated Community 82
14 DLF Cyber City, Gachibowli 150
32 Synchrony Financial 105
15 Infosys Ltd., Gachibolwi 500 33 Cognizant, Building 12A, Raheja 250
Mindspace, Madhapur
16 DLF Cyber City, Gachibowli 165 indsp pu
34 Google Divyasree Omega, Kondapur 215
17 Woodland Construction Ltd. IDPL, 450
Balanagar 35 Indian Immunologicals Ltd. (lIL) 215
) 36 Infinite Computer Solutions Pvt Ltd. 25
18 Kamson Healthcare Pvt Ltd, Nadigama, 150
Shadnagar 37 Stellantis Employees 35
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Cab Drivers Sensitization Program

S.No  Organization Participants
01 Novartis 150
02 Open Text, Raheja 150
03 Hinduja Global Solutions (HGS), DLF - Cybercity 80
04 HSBC, Raheja Mindspace, Madhapur 200
05 Surya Travels - Wellsfargo Raidurgam 600
06 Mass Mutual - Gachibowli 220
07 Raheja MindSpace Group, Madhapur 100
08 DLF Cyber City, Gachibowli 150
09 DLF Cyber City, Gachibowli 85
10 Cognizant, Raheja Mindspace, Madhapur 330
11 Cognizant, Raheja Mindspace, Madhapur 350
12 Biological E. Limited SEZ, Shameerpet, Kolthur, 125

Genome Valley

13 DuPont, Waverock Building 285
14 LTI Mindtree, Building 12D, Raheja Mindspace, 315
Madhapur

Basic Life Support

S.No  Organization Participants Batch No.s
01 CTC (49th-1) 35 -

02 Main Conference hall 75 50th -2

03 CTC 35 51st-3

04 Tatva Global high School 120 52nd -4

05 Kukatpally Traffic PS 30 53rd

06 Madhapur Traffic Police Station 25 54rd

07 Main Conference hall 65 55rd
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WOMEN'S FORUM

The SCSC Women's Forum is committed to empowering women by creating awareness, fostering
empowerment, and enabling them to create safe spaces for themselves. Over the past year, the
forum has launched several impactful initiatives aimed at enhancing the safety and well-being of
women in the society.

Introduction of New Shuttle Services:

To ensure safer transportation for women, four new shuttle services were introduced, supported
by companies like Vestro, ADP, and Arcesium. These shuttles provide a reliable and safe
commuting option for women, reducing transportation-related risks. These are over and above
the existing SHE Shuttles, taking the total services to 15 now.

Margadarshak Program:

The Margadarshak program completed its 13th batch, certifying 59 individuals who are now
equipped to contribute to women's safety and empowerment. Throughout the year, 50 targeted
interventions were conducted under this program to provide guidance and support, reinforcing
the forum's commitment to a safer environment for women. 2023-2024 had seen about 60
interventions by our Margadarshaks who have their presence in about 85 + organisations in
Hyderabad.

Sanghamitra Program:

The Sanghamitra program concluded its 3rd batch with 13 new certified individuals. With a
strong focus on community engagement, the program carried out 142 interventions, educating
and advocating for women's rights and safety within communities. We had 104 recorded
interventions last year which impacted about 104 lives.

Safety Awareness and Self-Defense Programs:

Safety awareness remains a cornerstone of the SCSC Women's Forum's efforts. Over the past
year, the forum conducted safety awareness sessions across 54 organizations, reaching and
educating 10,000 individuals on personal safety, emergency preparedness, and resources
available for women. Additionally, self-defense programs were held at 9 different organizations,
empowering women with the skills needed to protect themselves.

Future Initiatives:

Going forward

The forum plans to continue its impactful work with several upcoming initiatives, including:
e Round Table Industry Meet on Women's Safety
e The SHE MPower Conclave 6.0,
e The launch of the upgraded SHE Safe APP.

Other planned activities include Project Safe Stay - a series of audits to ensure safe
accommodations, and gender sensitization programs in schools to educate the next generation
on equality and safety.

By continually expanding its range of
programs and initiatives, the SCSC
Women's Forum is dedicated to
building a safer, more empowering
environment for women everywhere.
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List of organizations where the women’s forum Awareness programs have been conducted.

S.NO

01
02

03

04

05
06
07
08
09
10
1
12
13
14
15
16
17
18
19
20
21
22

S.NO

01
02
03
04
05
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DATE

28th April
29th May

20th June

8th August

24th August
29th August
27th October
30th October
13th December
22nd January
31st January
15th February
15th February
4th March
4th March

5th March

6th March

6th March

6th March

6th March
7th March

8th March

DATE

9th May
11th May
21st June
22nd June
27th October

ORGANIZATION

HSBC
Westin

OpenText-Posh briefing to drivers as
part of Driver Sensitization Program

Anti Ragging and Gender Sensitization
@NITHM College

Aveva

Webinar for DBS

DBS

Safety Session for all NGO's in Telangana
usT

Fernandez Foundation, Ayyappa Society
Metro Cash & Carry, Kukatpally

Core Al @Aurobindo Galaxy

Cadeploy Engg

Ttech

Berkadia

Copart

Novartis

Argano

Calyx

Citco

Celenese

Tech Mahindra

SELF DEFENCE

Carrier

DBS

Mass Mutual
State Street

Teleperformance

S.NO

23
24

25

26

27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44

S.NO

06
07
08
09

DATE

10th March
11th March

11th March

12th March

12th March
12th March
13th March
14th March
14th March
16th March
20th March
21th March
21th March
22th March
22th March
27th March
27th October
22nd February
6th March
12th March
14th March

March

DATE

22nd February
6th March
12th March
14th March

ORGANIZATION

SMR Vinay
IBIS Hotel

TCS

AT&T

LTI Mindtree
DSM

Cybage

Wipro
Cognizant
CBRE

Infosys

Tech Mahindra
Synchrony
Technogen
Global Data
Anion
Teleperformance
IKEA

Novartis

DSM
Cognizant

My Home Vihanga

SELF DEFENCE

IKEA
Novartis
DSM

Cognizant
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AUDIT REPORT

SOCIETY FOR CYBERABAD SECURITY COUNCIL
Balance Sheet as at 31st March 2024

S.No. Particulars

L FUNDSAND LIABILITIES

(1) Funds
(a) Corpus Fund
{b) General fund
(c) Restricted funds

(2) Current liabilities
Total
I1. ASSETS
(1) Non-current assets
(a) Fixed assets

(i} Tangible assets
(i) Intangible assets

(b) Other non-current assets

(2} Current assets
{a) Accounts receivable

(b) Cash and cash equivalents

(c) Other current assets

Total
Motes to accounts

For Jayant & Sadashiv
Chartered Accountants
FRN No. 0012975

Chandra Sekhar Vaddadi
Partner

M.No. 206343

Place: Hyderabad

Date:
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Note No, 31-Mar-24 31-Mar-23
Rs. Rs.
1,12,75,395 1,12,75,395
1 50796400| 3,57,31,921
1 1,01,37,432 1,65,74,076
7,22,09227 |  6,35,81,392
2| 79,35522 |  1,52,42,373
8,01,44,749 |  7,88,23,765
3 1,63,64745 2,02,68,635
3 3 H
4 4,35,700 4,35,700
1,68,00,445 2,07,04,335
5 68,80,246 51,99,376
6  527,85692| 50637935
7 36,78,364 22,82,117
6,33,44,302 | 5,81,19,428
8,01,44,749 |  7,88,23,765
11

For and on behalf of the Saciety

Secretary
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AUDIT REPORT

SOCIETY FOR CYBERABAD SECURITY COUNCIL
Statement of Income and Expenditure for the year ended 31st March 2024

S.No. Particulars Note No. 31-Mar-24 31-Mar-23
Rs. Rs.
l. Income ;
Membership Fees 2,63,22,827 242,772,804
Other receipts / income 8 2,606,44,550 1,06,12,594
Utilisation of specific funds 4,96,52,143 3,32,55,901
1. Total Revenue 10,26,19,520 6,81,41,299
1. Expenses:
Employee benefits expense 9 56,63,308 66,85,623
Depreciation 3 39,24,290 56,04,738
Other expenses 10 7,79,67 444 6,42,46,821
Total expenditure 8,75,55,042 7,65,37,182
V. Excess of Income over Expenditure 1,50,64 478 -83,95,883
V. Income tax - -
Vi, Surplus / (Deficit) for the year ( V -VI) 1,50,64,478 -83,95,883
Notes to accounts 11
For Jayant & Sadashiv For and on behalf of the Society

Chartered Accountants
FRN No. 0012975

Chandra Sekhar Vaddadi

Partner Secretary
M.No. 206343

Place: Hyderabad

Date:
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