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| feel proud to share that, FY 2019-20 shall by far stand as the most Jubilant Year for SCSC in its
History. SCSC has achieved remarkable growth during this year with in-numerous success stories
coupled with new initiatives, sustainable programs, coordination efforts, humanitarian gestures,
expansion of SCSC with its new verticals, etc., like never before since its inception.

SCSC added multiple feathers to its cap by initiating many impactful initiatives such as She Safe
App, Sanghamitra, SAFE, Hackathon, Walkathon, Road safety & Traffic Management Conclave,
Radiant Hyderabad, Virtual Awareness sessions on Women Safety, Road Safety & Security
Personnel & digital Platform for Plasma donation etc., SCSC became much stronger by sustaining
all its ongoing initiatives such as Margadarshak, Traffic Volunteering, Project Safe Stay, Tactical
Trainings, She Shuttles, etc to emerge as a leading collaborative body for the Industry in particular
& Societyat large.

During Covid Pandemic, it was realised that there is a need to have such a connect with other
sectors and hence decided to expand its umbrella to Pharma, Manufacturing, Infra Developers,
Health Care, Hotels-Conventions & Education sectors. Happy to see SCSC being adopted not only in
Rachakonda & Hyderabad but also being actively pursued by other States.

It was during Covid Pandemic, SCSC in close collaboration with Cyberabad Police stepped up and
rose high to the expectation of various sectors in helping them continue their businesses and enable
its employees to WFH. Happy to share that, our City was first to get empowered in the country on
this aspect with minimal or no impact to business. All the forums of SCSC have done contributed to
make the year mostimpactful & memorable.

SCSC's Traffic Forum, Women's Forum the first ever organised Road Safety & Traffic Management
Conclave has got highest achievement for SCSC in Branding, Role Model, Recognition across the
Country, etc., and also the associated events Hackathon and Walkathon also got very good
response.

Once again the SCSC Women's Forum has achieved remarkable impact through its programs like
Sanghamitra, Women's Conclave, She Safe App, Margadarshak batches, She Safe Walk - Radiant
Hyderabad, Virtual Sessions & New Hire Orientation SAFE Safety Security and Cyber Security
Forums have also done a very good job by continuing the programs like Tactical Trainings, Security
Heads Meet, Cyber Security Conclave, Thought Leaderships, etc., Most important activity of SCSC
this year was the mammoth services provided during the Pandemic COVID-19 to the industry not
justby IT/ITES, butall Industries and publicin general. SCSC stood strongest at this Pandemic and
served the Industry by timely coordinating with Government Bodies and the Industry Heads and
ensured the Business Continuity. This effort of SCSC seen an elevation of its brand across the
World.

| thank the Office Bearers, EC and all the Industry Leaders and our passionate Volunteers who
played a vital role to make this year Phenomenal and wish SCSC to grow much bigger for a wider
impactto society.

Sri. V C Sajjanar, IPS

Chairman, SCSC
Commissioner of Police, Cyberabad
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2019-20, A year of highest impact, greater inclusivity, strongest collaboration, bigger growth,
amazing brand value - All this was possible due to combined effort of all the office bearers of SCSC
under leadership of its Chairman SriVC Sajjanar Garu.

Three major conclaves - Cyber Security 5.0, Women's Conclave 2.0 & Road Safety & TM Conclave
1.0 within a span of 3 months with participation of over 1000 attendees for each event, speaks about
the passion & dedication by team SCSC. With some of the finest initiatives which are unique and
first of its kind taken up during the year also earned SCSC a special name.

With onset of Covid Pandemic in early March this year, SCSC being identified as nodal agency along
with Cyberabad Police acted as a fulcrum for BCP, enabling WFH for Industry and also a source of
information onan hourly basis during peak crisis period.

SCSC through its volunteers and donors coordinated massive relief measures for the needy. It
stood as a pillar of support for every situation that emerged from time to time be it issuance of
passes, movement of assets, SoPs, issue of hostels, re-open guidelines, bulletins, blood donation,
plasmadonation etc.

Women's Forum of SCSC continued its programs like Margadarshak by rolling out batch 10 & 11
thereby reaching the overall count to 760, Safe Stay audits, She Safe Walk, launch of She shuttle at
Gar Corp & Rachakonda etc. Inits new initiatives, Launched Sanghamitra with 160 participants for
its first batch, launched SAFE a Safety Awareness program for Employees.

Traffic Forum launched its first Conclave called Road Safety & Traffic Management Conclave 1.0
and Hackathon coupled with Walkathon which attracted huge audience. The short film contest 1.0
had 40+ entries. Similarly, the Cyber Security Forum & Security Forum sustained allits initiatives by
engaging the Industry from time to time.

SCSC launched its plasma donation portal to enable donors & donees on one platform which was
later adopted by Pune City and Maharashtra Blood Transfusion Council for entire State. SCSC
model was adopted by Rachakonda & Hyderabad Commissionerates and happy to share that the
same being actively pursued by Chennai & Pune Cities.

Having seen the importance of such a body, other Industry sectors like Pharma, Manufacturing,
Infra, Healthcare, Hotels etc have been added to the fold of SCSC thereby expanding the scope of
SCSC beyond IT-ITES.

| wish to thank all Forum leads, Vertical leads and all the office bearers in particular and our
members at large for tremendous support in making all the success a smooth process during the
year.

Krishna Yedula
Gen. Secretary SCSC
Centre Head, Virtusa
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HR Director, Cognizant
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Mr. Krishna Yedula Mr. Praveen Polavaram
General Secretary, SCSC Tresurer, SCSC
Centre Head, Virtusa Vice President (Fin), Berkadia

Mr. Venkata Dinakar Mr. Venkat Tankasala
Jt. Secretary, Safety & Security Forum, SCSC Jt. Secretary, Traffic &
Security Head, Franklin Templeton CSR Forum, SCSC
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JAYANT & SADASHIV 404 & 405, Sanatana Eternal,

Chartered Accountants 3-6-108/1 , Himayat Nagar,
Hyderabad-500 029 ,India
e-mail : sekhar@jayantsadashiv.com
Phones: 091+040+66361177/66365189

INDEPENDENT AUDITORS' REPORT

To the Members of

SOCIETY FOR CYBERABAD SECURITY COUNCIL.
Report on the Financial Statements

We have audited the accompanying financial statements of Society for Cyberabad Security
Council (“The Society”), which comprise the Balance Sheet as at 31st March, 2020, the
income and expenditure account of the society for the year then ended, and summary of
significant accounting policies and other explanatory information.

Management’s Responsibility for the Financial Statements

Management is responsible for the preparation of these financial statements. This
responsibility includes the design, implementation and maintenance of internal control
relevant to the preparation of the financial statements that are free from material
misstatement, whether due to fraud or error.

Auditor’s Responsibility

Our responsibility is to express an opinion on these financial statements based on our audit.
We conducted our audit in accordance with the Standards on Auditing issued by the
Institute of Chartered Accountants of India. Those Standards require that we comply with
ethical requirements and plan and perform the audit to obtain reasonable assurance about
whether the financial statements are free from material misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and
disclosures in the financial statements. The procedures selected depend on the auditor’s
judgment, including the assessment of the risks of material misstatement of the financial
statements, whether due to fraud or error. In making those risk assessments, the auditor
considers internal control relevant to the Society’s preparation and fair presentation of the
financial statements in order to design audit procedures that are appropnate in the




used and the reasonableness of the accounting estimates made by management, as well as
evaluating the overall presentation of the financial statements.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our audit opinion

We report that:

a) We have obtained all the information and explanations which to the best of our
knowledge and belief were necessary for the purposes of our audit.
b) In our opinion, proper books of accounts have been kept by the society so far as
appears from our examination of such books.
¢) The Balance Sheet and the Income and expenditure account dealt with by this report
are in agreement with the books of accounts.
d) In our opinion and to the best of our information and according to the explanations
given to us, the said financial statements give a true and fair view:
1. in the case of the Balance Sheet, of the state of affairs of the society as at 31
March 2020; and
II.  in the case of the Income and Expenditure account, of the excess of expenditure
over income for the year ended on that date.

For Jayant & Sadashiv
Chartered Accountants,
FRN No.: 0012975

/ = '“?\>‘
4 (LI
% .'/ Z\\
y f =\

Chandra Sekhar Vaddadi _
Partner \ _
M.No. 206343

Place: Hyderabad
Date : 05-09-2020

UDIN : 20206343AAAABF2883
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SOCIETY FOR CYBERABAD SECURITY COUNCIL

Statement of Income and Expenditure for the year ended 31st March 2020

Note No. 31-Mar-20 31-Mar-19
5.No. Particulars Rs. Rs.
L |Income:
Membership Fees 2129227 2,09,05,428
Other receipts / income 8 1,1542,518 92,76,576
Utilisation of specific funds 40,07,980 35,23,151
II. |Total Revenue 3,68,42,769 3,37,05,155
IIl. |Expenses:
Employee benefits expense 9 46,79,042 28,81,885
Depreciation 3 38,33,331 25,98,314
Other expenses 10 2,87,51,502 1,81,37,111
Total expenditure 3,72,63,875 2,36,17,310
IV. |Prior period expenses - -
V. |Excess of Income over Expenditure / (Deficit ): -4,21,105 1,00,87,845
VL |Tax expense - =
VIL | Surplus/(Deficit) for the year (V-VI) ~4,21,105 1,00,87,845
Notes to accounts 11

For Jayant & Sadashiv
Chartered Accountants
FRN No. 0012975

b

O\,

Krishna Yedula

For and on behalf of the Society

Secretary Treasurer

P>

Praveen Polavaram




SOCIETY FOR CYBERABAD SECURITY COUNCIL
Balance Sheet as at 31st March 2020

31-Mar-20 31-Mar-19
S.No. Particulars Note No. Rs. Rs.
1. |FUNDSAND LIABILITIES
(1) |Funds
(a) Corpus Fund 1,12,75,395 1,12,75,395
(b) General fund 1 2,66,36,168 2,70,57,273
(c) Restricted funds 1 1,68,40,096 75,37,200
5,47,51,659 4,58,69,868
(2) | Current liabilities 2 42,33 425 17,74,185
Total 5,89,85,083 4,76,44,053
II. | ASSETS
(1) |Non-current assets
(a) Fixed assets
(i) Tangible assets 3 1,97,98,588 1,59,67,659
(ii) Intangible assets 3 784,363 2,28,074
(b) Other non-current assets 4 4,35,700 4,35,700
2,10,18,651 1,66,31,433
(2) | Current assets
(a) Accounts receivable 5 11,43,498 7,14,014
(b) Cash and cash equivalents 6 2,70,18,182 2,48,55,227
(¢) Other current assets 7 98,04,751 54,43,378
3,79,66,432 3,10,12,619
Total 5,89,85,083 4,76,44,053
Notes to accounts 11
For Jayant & Sadashiv For and on behalf of the Society

Chartered Accountants
FRN No. 0012975

N O\ %Z;

Chandra Sekhar Vaddadi o Krishna Yedula Praveen Polavaram
Partner S B oy Secretary Treasurer

M.No. 206343
Place: Hyderabad
Date:
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Women's Forum
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'AB BAS' event was an initiative of
Society for Cyberabad Security
Council in association with Art Life
Events, a National Event organized in
Hyderabad that focuses on women
saying Now Enough to being
Victimized.

This event aimed at giving out the
message that ‘Society and women need to stop victimizing the latter. Instead
they should fight their unforgiving circumstances and come out winners.’
Focus topics were - Women against Rape, Acid Attack and Fight for Rights.

Each category had aguest -

Women against Rape:
Ms. Asha Devi (Nirbhaya's Mother)

Women against Acid attacks:
Ms. Lakshmi Agarwal (Ms. Deepika Padukone is making a biopic on her life)

Women to Fight for Rights:
Ms. LakshmiNarayan Tripathi(renowned LGBT activist)

The eventaims at collectively raising voice against Victimization of Women.
The event was a grand success with over 1000 participants including
employees, students and the public forum who were inspired by the amazing
addresswords of empowerment by the speakers.

Renowned actor

Mr. Jagapathi Babu also lent his valuable presence on the occasion.
Commissioner of Police Mr. V C Sajjanar, IPS., Cyberabad, Mr. Bharani Aroll
spoke on the various initiatives of SCSC and shared the safety help line
numbers with the audience.



MARGADARSHAK PROGRAM

Margadarshak is a flagship certification in SCSC’'s endeavor to make
Cyberabad a safe place for women. To further strengthen this program,
frequent refreshers are conducted to provide support and help when needed
through the NGO partners, SHE teams, lawyers etc to refresh and update
contentand share knowledge from time to time.

60 trained Margadarshaks took part in the Refresher program held at the
Cyberabad Commissionerate and shared their experiences. Followed by this,
an Orientation program was held at the Rachakonda Commissionerate for
existing Margadarshaks as well as interested participants. 75 members
attended this program. Following the Orientation Program, Level 2 of the
Margadarshak Program- a field trip was facilitated to bring in first hand
knowledge of resources and get hand on training in handling cases related to
women. The following centers are included in the field visits.

The 8" batch of Margadarshak Training took place on the 24" of August at the
Rachakonda Commissionerate where 26 enthusiast trainees were certified
aftercompleting the 3 levels of training as prescribed for a Margadarshak.

The 9" batch of Margadarshak training was conducted on the 5" of July hosted
by Franklin Templeton in its campus. 91 attendees from 16 organizations viz.,
Accenture, Aricent, Berkadia services, Cognizant, Franklin Templeton,
Hyundai Mobis, Neuland Laboratories, NGA HR, Novartis, Qualcomm, Raytex,
Synechron Technologies, TCS, United Technologies, Wipro, Zensar
Technologies Ltd

SCSC ANNUAL REPORT I 2019-2020
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The 9"batch of Margadarshak certification program was held on 26" Sept, 2019
at the Cyberabad Police Commissionerate. 46 Margadarshaks of Cognizant,
Franklin Templeton, Wipro, TCS, United Technologies, Berkadia, NGAHR,
Hyundai Mobis, Qualcomm and Raytex underwent a 3 months long training
program which includes experiential visits to the She teams, Women's Police
Station, Bharosa, Shelter homes and other helpline centers to help women in
distress, were certified during this program.

Sri V.C.Sajjanar, IPS., Commissioner of Police, Cyberabad Police
Commissionerate presided over the certification program and congratulated
Margadarshaks on the successful completion of the program.

Till March 2020, 9 batches consisting of 500+ Margadarshaks were trained
from 75 organizations.

PROJECT SAFE STAY

The Project Safe Stay Phasel Audit was conducted in 4 major areas of
Madhapur viz., behind Madhapur P.S, Ayyappa society road, near Image
hospitals, 100 ft road and Gowlidoddi in Gachibowli. A total of 117 hostels were
audited on the parameters of safety & security guidelines.

Phase 2 auditwas held in July 2019 covering Gachibowliand Raidurgam.

WOMEN SAFETY SESSIONS

Women Safety Session was organized at Deloitte Campus with more than 200
attendees. Ms. Swati Lakra, IPS., shared the dais and interacted with the
audience on Safety initiatives taken up forwomenin Telangana.

A self-defense session was organized for 150 female personnel of TCS who
learnt the basics of martial arts to respond and act during an immediate
panicky situationwhen faced alone.

Keeping in view of the day to day pressures over work and domestic
obligations, a wellness session was organized for Margadarshaks, Traffic
Volunteers and Police Personnel to unwind themselves in ayogic and scientific
way to improve one’s mental well-being and overall health. The session was
conducted by Dr. Saravanan, a wellness coach and was attended by 200
members.



POSHMEETING

Society for Cyberabad Security Council (SCSC) partnered with US consulate to
have an open dialogue with SCSC members and IT employees across
Cyberabad on creating respectful workplaces, creating a safe and secure
environment for women at workplace. This session helped in understanding
the practices of the civil rights act of 1964 and the POSH act of 2013.

Commissioner of Police, Mr. Sajjanar, IPS., Cyberabad presided over and called
on the different initiatives taken by SCSC on this front and urged organizations
to come forward with formation of ICC committees and strong mechanisms to
dealwith complaints related toworkplace harassment.

Ms. Merri Hanson, Director, Peninsula Mediation & ADR, Williamsburg,
Virginia who is a principle mediator, trainer, conflict coach and organizational
consultant and the director of Peninsula Mediation & ADR gave a keynote
address on Seismic shift in society and the workplace, beginning of the Gender
equal protection under law which emerged in the United States in Civil Rights
Actof 1964, and comparative laws in India for workplace harassment.

e |ndia’s female labor force participation rate was 27% for women versus
96% for men 2015 (World Bank Database)

e The global economy would grow by approximately $28 trillion by 2025 IF
women participated in the economy to the same degree as men (Power of
Purity, MGI, 2015)

e The participants opined that, these kinds of meetings be organized
regularly so thatitwill make more impact on the Society.
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1* Anniversary of Cyberabad Bharosa Centre

Cyberabad Police celebrated 1st year anniversary of BHAROSA Center located
at District Area Hospital, Kondapur run by Cyberabad police.

On 15" October 2018, Sri V.C Sajjanar, IPS, Commissioner of Police, Cyberabad
hasinaugurated BHAROSA Center at District Area Hospital Kondapur.

The re-united families along with the police officers inaugurated the program
by watering a growing plant symbolizing growth of a Happy Family.
Smt C.Anasuya, Dy. Commissioner of Police, Women & Child Safety Wing,
Cyberabad, spoke about the inception and objectives of Bharosa, Kondapur
and thanked the NGO’s, Alcoholism and drug de-addiction center in
Hyderabad and SCSC Margadarshaks.

Sri V.C.Sajjanar, IPS, Commissioner of Police, Cyberabad congratulated the
Bharosa team which has resolved about 350 cases related to marital disputes
and thanked Alcoholic Anonymous - a drug de-addiction center and other
support Centers for partnering with Bharosa to bring families together. He
appreciated and thanked SCSC for the extended support for Bharosa, 6 She
Shuttles, Margadarshak Program, ICC workshops and creating awareness on
women'’s safety for about 3.5 working women in the IT and adjunct areas.
He felicitated and congratulated the re-united couples through Bharosa
Family & counselling center.

SCSCSHE Night Walk - Radiant Hyderabad

As part of SCSC's on going initiatives towards creating a very safe, secure and
progressive ecosystem for employees of Cyberabad, especially women, the
SCSC Women's Forum is happy to announce the launch of its latest initiative
around the theme of creating a safer neighborhood where women can feel safe
to move around during late hours. The initiative has been christened as
RADIANT HYDERABAD and is being launched with a SHE Safe Night Walk at
7.30pm on Saturday, 8th February 2020 at Gachibowli Stadium.

The Walk has being conceived as a Night Walk symbolizing that Cyberabadis a
safe place to walk around even during late hours and will be aimed at involving
employees, their family members and citizens in general.

Mr. V.C.Sajjanar, IPS, Commissioner of Police, Cyberabad & Chairman,
Ms. Anasuya, DCP Woman & Child Safety & SHE Teams & Convener Women's
Forum; Bharani Aroll, Vice Chairman, Mr. Krishna Yedula, General Secretary,
SCSC; Ms. Pratyusha Sharma, Leader Women's Forum & Jt. Secretary, SCSC
and guests Swati Lakra, Telangana Police, Pullela Gopichand, P.V Sindhu,
Ms. lsha Rebba, Padmashri Dr. Manjula Anagani lead the successful SHE
Night Walk. The event brought to get her several Senior Police Officers,
Industry Leaders and Celebrities, employees joining in great numbers to more
than1500 in participation.



Platinum Partners Gold Partner Silver Partner

- N B  Tech Move
PHOENIX Q55722 Mahindra

LEVEL

SCSC AnnualWomen'’s Conclave 2.0

Safety and Security of womenis at oppriority for SCSC. Feeling safe and secure
isabasic need and only when this need is satisfied can we think of higher needs
such as empowerment. There have been meticulous and persistent efforts
towards this cause by the collaborative effort of the Police and industry.
The conclave is to commemorate the focused work through multiple
intellectual discussions. The day flowed through the three most important
aspects thatempowerwomen— RESPECT- REACH—RISE.

RESPECT: Enabling conducive environment for women at the Workplace.
Uniquenessin Gender diversity within the org.

REACH: Stringent Safety &Security measures/policies/practices.
Aiding facilities forwomen at workplace

RISE: Development, Progression, Mentoring opportunities for Women
1200 participants including few police officials from across Telangana & other
states participatedinit.
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Dr. Tessy Thomas, Director General of Aeronautical Systems, DRDO was the
Chief Guestandinaugurated the conclave.

Mr. Jayesh Ranjan, Principal Secretary; Dr. Seema Rao, Women Commando
Trainer; ViraliModi, Disabled Rights Activist & motivational speaker;

Ms. Dhanya Rajendran, Editor, News minute; SS Rajamouli, the Bahubali fame
Director; Dr. R.S. Praveen Kumar, Secretary, TSWREIS; Dr. Ranjana Kumari,
MD, Centre for Social Research; Ms. Shailee Basnet, Mountaineer; Sunitha
Krishnan, Social Activist; Meghana Gundlapalli, Rhythmic Gymnast; Sailaja
Kiran, MD, Margadarsi Chit Funds, Ms. Madhuri Duggirala, Sr. Director, Scaled
Services, Google, Prashanth Nadella, Vice President & Centre Head,
Cognizant Hyderabad; Aparjita Acharya, Law Student, Chinmayi Sriprada,
Sai Pallavi, actress, Rashmika Mandanna, Jhansi, Convenor, Voice of Women,
Padmapriya Chilakamarthi, Harini, Deepa Kiran; among many others spoke at
the Conclave.

Mr. V. C. Sajjanar, IPS, Commissioner of Police, Cyberabad & Chairman,
Ms. Anasuya, DCP Woman & Child Safety & SHE Teams & Convener Women'’s
Forum; Bharani Aroll, Vice Chairman, Mr.Krishna Yedula, General Secretary,
SCSC; Ms. Pratyusha Sharma, Leader-Women'’s Forum & Jt. Secretary, SCSC
and others lead the successful Conclave. A video message exclusively for
SCSC from Anand Mahindra was screened, who explained how enforcement
ensures empowerment.



SHE SAFEAPP

was unveiled at the Conclave. Bharani Aroll, Vice Chairman of SCSC introduced
Shalini, Sripradha, Sumana Sunkara, Amit Mulay, Pallav and Mamta Vegunta
who have contributed for the development of the App. The App is the brainchild
of Bharani Aroll, and he explained the importance of the App which brings the
Margadarshaks and women looking out for help come together along with
features of a Hawk Eye Connect, an SOS button, safety tips for women and a
plethoraof information needed forawomen on a daily basis.

SHEM POWER AWARDS

As part of the annual recognition of
champions for the cause of Women
Safety & Empowerment, SCSC
presented the SHE M Power awards.

M

g

Details of the awardees:

Jagityal and Suryapet Districts and
Nizamabad Commissionerate She
Teams were given away the awards.

She M Power-Best Male Ally
1.Mr. Anjani Satish Burla of TCS
2.Mr. Jitendra Bahriof Intellect Design Arena

Safe work place award- Best practices employed on women safety
1. RYAN
2. TCS

Safe work place award-Best practices to strengthen the prevention of sexual
harassmentatworkplace

1. Infosys

2. RahejaCorp

Commissioner’s Award
1. Cognizant Technology Services

Margadarshak Award

1. GayathriAthreyan-Wipro
2. Gowthami-Cyient

3. ShivaKaradi—Infosys

Short Film Award
1. Ajith Nair —TCS
2. UmaSameera — 3 AmigosEntertainment
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Amid the COVID-19 pandemic lockdown situation, Cyberabad Police is closely
monitoring domestic violence cases reported in the Cyberabad limits, headed
by Smt C. Anasuya, DeputyCommissioner of Police, Task Force I/c Women and
Children Safety Wing, Cyberabad. A dedicated team from the Women and
Children Safety Wing, Cyberabad has been assigned for collecting data/facts of
allthe casesreported since 22 March 2020 through DIAL:100 and WhatsApp.

The team approaches all of the complainants telephonically to ascertain
inputs/facts; if the complaintis not resolved the case is assigned or taken up by
the concerned SHE Team in-charge and necessary action is initiated.
Counselling is conducted telephonically based on the case by the Counsellors
of Bharosa Centre, Cyberabad.

Cyberabad Police assures full support to all women facing domestic violence,
stalking or sexual harassment. They are requested to report immediately
through any of the following means:

dial100 or 9490617261;

send complaint through WhatsApp number 9490617444;
Contact Bharosa Centre on 9490617261

and Cyber Crime on 9490617310 | 04027854031;

or e-mail us on sheteam.cyberabad(dgmail.com

SHE
SAFED
NIGHT
JVALK
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sC5C - TRAFFIC FORUM
CYBERABAD T VLICE

INTERACTION ATION
PROGRAMME FOR

JLUNTEERS.

Traffic Volunteer Interaction and Felicitation

Traffic Volunteer contributions are making a huge difference to Road Safety
with visible participation of corporate employees and citizens to ease the
commute of the vehicles in the IT Corridor. To enrich the skills of volunteers,
SCSC has constantly been having interaction meetings and collecting
feedback from the volunteering as well as equipping them with BLS &First Aid
training to reach out to victims on road. We are proud to see the human
interventions where the traffic volunteers have rescued and attended to
victims of strokes and accidents to safety.

Traffic Volunteer Orientation

Traffic Training Institute (TTI) and SCSC had conducted a training session to
newly registered traffic volunteers. Around 30 Volunteers have acquired
knowledge about Basic Life Support, Firstaid, and road safety training.

Special thanks to Venkat Reddy, Sub-inspector, and Naresh Kumar, Head
constable from TTI, Girdhar, Security Head from Care Hospital and all the
volunteers who were part of the training session.

Swaraksha-Tech Mahindra

Secretary, SCSC Sri Krishna Yedula, DCP Traffic, Mr. S.M Vijay Kumar, IPS and
Ms. Pratyusha Sharma, Joint Secretary of Women's Forum had created
awareness about Road safety and Women's safety among the employees of
Tech Mahindra.

The session was quite interactive with employees clarifying their queries
regarding the myths revolving around traffic and women's safety which were
clarified by the Conveners of Traffic forum and leader of women's forum.



Basic Life Support (BLS) Training:

Traffic Training Institute (TTI) and Society for Cyberabad Security Council had
conducted a training session to 10th and 11th Batch of traffic volunteers on
20th July and 3rd August 2019 morning at Care Hospital, Gachibowli,
Cyberabad. Around 30 Volunteers fromvarious IT Companies have participated
in each session to acquire knowledge about Basic Life Support (BLS], First aid,
and road safety measures. A practical demonstration of the whole procedure of
rescue is shown to the volunteers to have a better experience at the time of
volunteering. Shyam Sundar Reddy, SI TTI and 20 police officials have attended
the BLS Training. These sessions give great exposure to volunteers and make
them confidentto serve better tosociety.

Forum Meet:

SCSC Traffic Forum's core team meeting was organized on 22. July. 2019 at
Cyberabad Police Commissionerate. The core team volunteers who represent
various IT companies and other organizations were nominated for the
‘Planning Team'. The "Traffic Forum planning team’ was initiated by Traffic
Forum leader, Mr. Venkat Tankasala. The planning team is divided into 4
significant verticals with 18 volunteers from the core team- i) Corporate
outreachii) Traffic volunteer coordinators iii) Communication iv) Redressal and
Feedback.

Firsttime- Traffic Volunteers:

While the bustling traffic is bothering citizens, SCSC Traffic Forum volunteer
team is splendidly regulating the traffic at the main junctions in the peak hours
of the day. Our Volunteers contribute their hours in resolving the traffic woes.
Fifteen volunteers from Freyr have volunteered for the very first time in
resolving the traffic, at Cyber Towers Junction on the 30th. July. 2019. Twenty
volunteers from Synechron have volunteered at Biodiversity on 31. July. 2019
from 10:30am - 12:30pm.

Survey:

In order to study the patterns of traffic for a comprehensive solution, one of the
initiatives taken up by Cyberabad Traffic Police is to identify the density of
traffic Flow to various clusters in the IT corridor from across the city during
peak hours. SCSC in association with Cyberabad Traffic Police designed an
Online Survey Link to be shared with all employees of various organizations.
The Online Survey intends to get the details of the Route, Timings, Mode of
travel, etc. Thatis used by the IT/ITES Employees.

The data captured by this survey is intended to help Cyberabad Traffic to

prepare a detailed Comprehensive Traffic Management Solution with
Alternate Routes, improving publictransportin heavy density routes.
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All Cluster Head meet:

On 9th July 2019, all cluster heads meeting was arranged to create a pyramid
for emergency communication flow in the presence of Mr. Krishna Yedula,
Secretary, SCSC, Sri. Vijay Kumar, IPS, DCP, Traffic and Mr. Venkat Tankasala,
Jt. Secretary - Traffic Forum, SCSC Staggered Timings, Bulk SMS, Alternate
Route Maps, App and Social Media, etc.,

Society for Cyberabad Security Council in collaboration with Cyberabad Police
has conducted a 30 hour non-stop Hackathon on Road Safety and Traffic
Management on the 19th and 20th of October, 2019. The Hackathon started at
11.00 AM on 19th Oct and will ended at 5.00 PM on 20th October. About 30
teams comprising of 120 members have participated. Teams present were
from diverse backgrounds viz. IT Professionals, IT companies, Start ups,
Traffic volunteers, NGOs, and students from Hyderabad, Pune, Chandigarh,
Bengaluru and other cities.

About the Hackathon: With the phenomenal growth in the IT Corridor, Traffic
Management and allied issues pose a significant challenge with the existing
resources. The Hackathon is designed to tap young minds to explore creative
ideas for adoptable solutions for improving Road Safety and Traffic
Management.

Specific challenges have been identified and listed under four major themes -
Road Infra, Commuters Behavior, Transportation and Integrated Traffic
Management (coordination between the Govt. Stake Holders). SriV C Sajjanar,
IPS, Cyberabad Commissioner of Police, Sri. Anil Kumar, IPS, AdL
Commissioner of Police - Traffic, Hyderabad, Sri S M Vijay Kumar, IPS, Dy.
Commissioner of Police - Traffic, Cyberabad, Mr. Krishna Yedula - General
Secretary, SCSC, Mr. Venkat Tankasala - Joint Secretary (Traffic Forum),
SCSC, Mr. Bharani Kumar Aroll, Vice Chairman, and other jury members from
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NASSCOM & HYSEA inspected and project in detail and conversed with the
team members on the practicality of implementation of the ideas in the Indian
set up. The Cyberabad Traffic Police were present during the entire program to
extend the necessary support to the teams in providing relevant traffic data,
technology support etcto complete their project.

Winnersin Startup Category-1:

Scientist Technologies, a startup based out of Bengaluru.
Founder Name: Anurag

Product name: URBAN.AI

Started companyin 2016.

Working on this solution from November 2018.

Winnersin Startup Category-2:

Team from JNTU Hyderabad

Product Name: Solution provided for Unified platform to crowd source
problems and notify relevant departments for solution.

Winnersin Special Category-1:
SaiSriand Sai kartikeya, students of 6th Standard, DPS, Nadergul
Product Name: Interactive game for teaching traffic rules to Children

Winnersin Special Category-2:

Aditya from CYIENT and a SCSC Traffic Volunteer

Product Name: Interactive and gaming solutions for counseling people/traffic
violators tounderstand trafficrules.

Above teams were adjudged the best teams besides a few other teams which
received encouragement and support and will be mentored by the Cyberabad
Police.
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Walkathon

Society for Cyberabad Security Council in collaboration with Cyberabad Police
has conducted a Walkathon on Road Safety and Traffic awareness. About 1500
members participated in this Walk from Gachibowli Stadium-Gachibowli
Junction - Gachibowli Stadium.

SriV C Sajjanar, IPS, Cyberabad Commissioner of Police, Mr. Bharani Kumar
Aroll, Vice Chairman, Mr. Krishna Yedula - General Secretary, SCSC, Mr. Vijay
Kumar, IPS, DCP - Traffic, Mr. Venkat Tankasala - Joint Secretary (Traffic
Forum ), SCSC, Mr. Chandrasekhar, ACP - Traffic were present. Mr. Vijay
Kumar, Dy. Commissioner of Police, Cyberabad administered an oath to the
walkers that they would abide by traffic rules and be responsible citizens. They
then cheered the walkers.

Despite the lockdown, the Traffic Volunteers continued to energetic &
contributing in some form or the other in relief humanitarian works assisting
the Covid Control Room. A few volunteers assisted the police on the roads in
traffic volunteering and creating awareness to straying citizens on the roads
oblivious of the lockdown.

A few others assisted the Covid Control Room in issuance of vehicle passes
planning and organizing while the rest were on the field assisting the police
and SCSC team in distributing cooked food and groceries to the under
privileged and the needy while maintaining social distancing and wearing of
masks and gloves.

A few were part of the blood donation camp in association with Cyberabad
Police, SCSC and the Red Cross. A few still went ahead visiting the Amrabad
Reserve Forest in the Nallamala Hills with the Cyberabad Police, SCSC and
Robinhood teams with necessary rations and medical equipment to the poor
tribal population. With the soGer side of the police which is much talked about,
volunteers have come forward to assist SCSC and the Cyberabad Police in
feeding strays and the voiceless beings.




Road Safety and Traffic Management Conclave 1.0

The Cyberabad area has witnessed rapid growth with the concentration of IT
sector, hospitality and other industries. Today, more vehicles are on the road,
leading to greater traffic congestion and environmental pollution. The social
costs of accidents are high, and this underscored the need for ensuring road
safety and better traffic management with multi-pronged and innovative
approaches.

The Road Safety and Traffic Management Conclave invited all concerned
stakeholders to deliberate upon various issues in road safety and traffic
management. Researchers, innovators, and technology start-ups showcased
the possibilities of solving these issues with the use of technology. Experts,
field officers, urban planners took part in the panel discussions focusing on
infrastructure, behavior and education, enforcement, and sustainable
solutions. Traffic police from different cities share their good practices during
the event. Traffic police officials who contributed immensely to Road Safety
and Traffic Management were recognized and honored.
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EMERGENCY RESPONSE TEAM

Safety and Security forum had conducted an Emergency response team (ERT)
workshop for 30+ staffers of Hyatt, Gachibowli.Major subjects covered were
safety measures to encounter fire mishap, bomb detection, vehicle check and
personal security check. B.V Dinakar gave an orientation about the agenda of
the ERT workshop to 30+ staffers. Convener of Safety and Security forum. A.
Venkateshwar Rao, IPS DCP, L&0 had discussed about the importance of
awareness on safetyand security measures.

Security Head meeting
SocietyforCyberabadSecurityCouncilhadorganizeda'Securityheadsmeeting’,
under the Security Forum and invited Security Heads of the Cyberabad IT
Corridor under the Chairmanship of Cyberabad Police Commissioner Sri V
CSajjanar.Around150+SecurityHeadsandrepresentativesfrom70organization
s attended this meet. The Chairman mentioned that “The Police team will train
nominatedsecurityguardswith'Tacticsandlntelligence’'sothattheycanreport
back tothe Police in case of any criminal activity.

He alsoinformed thatin one and halfyears, 85,000 cameras were successfully
installed and there is a further requirement of 1,15,000 cameras for the
Cyberabad zone. All donations towards ‘Nigha Netram® will be exempted
under 80G Certificate. He also fore warned the organizations to avoid the
spread of MLM Fraud. The program concluded with CP Sir felicitating the
Tactical Trained Security Guards with certificates and badges along with his
team and SCSC Team. All members present had an interaction with the forum
coordinators.



TACTICAL TRAINING WORKSHOP

SCSC, Safety and Security forum had
conducted a four-day Tactical Training
Workshop for 95+ Marshalls from 19
Organizations.

Day 1: Security heads were introduced to the
agenda on Tactical training by Mr. Bharani
Kumar Aroll. The workshop started with a
brief explanation about the inspection
procedure of two-wheeler and four-wheeler
automobiles.

Day 2: A brief session about disarming of
knife, pistol and stick was organized. These
activities gave a hands-on experience to the
security marshals who joined the session.
Later, the bomb squad demonstrated the
process of defusing the bomb.

Day 3: A brief session about firefighting skills
was conducted where a practical
demonstration of the whole procedure was
explained. This activity kept the members
engaged as they passed to comprehend the
fundamentals of it. Later, Fire evacuation drill
was organized for the Security marshals
where a demonstration on the Fire Evacuation
drillwas conducted by the Fire Brigade Team

Day 4: An awareness session on Basic Life
Supportand Women's safety was organized by
Maxcure Hospitals and She Teams. The four-
dayworkshop has come toan end when all the
security marshals were felicitated with the
certificates for the workshop by Convener,
SCSC Mr. Venkateshwar Rao, IPS, DCP, L&0O
and the forum leader Mr. B.V. Dinakar, Jt.
Secretary, Safetyand Security Forum.
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QRT Vehicle Inauguration
SCSC had donated 'Quick
response team' (QRT) vehicle
to Cyberabad police ensuring
to strengthen the security of
citizens by reducing the
crime rate. The QRT vehicleis
active in the vicinities of IT
Corridor exclusively for the
safety of citizens.

AV Vehicle

SCSC Audio-Video vehicle
goes to various locations to
spread awareness about
traffic safety, cyber crime and
harassment towards women. Around 8,000 citizens were part of the
awareness session.

A Weapon display was arranged for enhancing knowledge on artillery for the
Security personnel. They were also briefed on the proper usage of weapons on
duty. QRT Patrol Vehicles were replaced by new Scorpio vehicles for smooth
patrolinthe IT Corridor.

Children’s Summer camp

Rachakonda Police & SCSC had organized a'two-day’ summer camp
exclusively for children aged between 6 to 18 to create awareness about traffic
and road safety, cybercrime, safe touch and child sexual harassment. More
than 1,200 children had attended this productive summer camp.




Security Heads Meeting of Police Mitrain November As part of the invitations called
out for the Police Mitra Program, 150 applications were received and a pre-launch
was conducted (Ref. last issue of Cyber Shield, Vol.24) They can be used effectively
by the police to report of following broad areas:

1) Unusualactivities orincidents.

2) Bootleggingactivities.

3) Eve-teasingcases (eitherin Busstopsjunctionsattheir places of stay etc.).
4) Unsocialelementsusing the locations as hide outs.

Pre-launch meet of Police Mitra- Received 150 nominations

Nighanetram

The Cyberabad Police has taken up ‘Nighanetram’, a special drive for installation of
community surveillance cameras along with the SCSC. In response to this, a few IT
organizations, volunteers and individuals have donated approximately Rs. 1.23 cr to
SCSC towards installation of new cameras and maintenance of the existing CCTV
network underits Corporate Social Responsibility initiatives.

Police Commissioner Sri. VC Sajjanar, IPS said, “CCTV cameras help in solving
cases in the shortest time. In just 13months, we have installed more than 1.9
lac. cameras and we need one lakh more to bring the entire Cyberabad under
Nighanetram.”

Mr. Krishna Yedula, General Secretary of SCSC, thanked the organizations and has
requested the corporates to come forward and take part in Community Safety and
Security and helping the police to establish a safe and secure city” CGl has
partnered with SCSC in contributing 25.8 Lakh and to maintain 150 CCTV
surveillance cameras in Cyberabad, a technology hub in Hyderabad, India which
houses IT companies. Synchrony has donated CSR Funds of Rs.50 lakhs which has
come as a major contribution a part from other companies. The focus of the project
is to promote safety of women through surveillance IT infrastructure and drive
awareness on personal safety and security. It also supports State government 'so
bjective of setting up an Integrated Command Control Centre connected to acity
wide CCTV surveillance system.

Community CCTV Installations

SCSC has installed a total of 27 IPCCTV Cameras at Cyberabad Police
Commissionerate Limits :

CCTV Camera details:

Fixed Camera: 9

PTZ Cameras:18

Total : 27

Installation of IPCCTV Cameras at Pet Basheerabad Police Station limits Fixed
Camera: 80
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As part of the ongoing Thought Leadership Series the SCSC Cyber Security
Forum organized a workshop on ‘Trends in Cyber Crimes’ attended by cyber
professionals and enthusiasts who represented 60+organizations.

Distinguished speakers were:

Mr. Rajesh Kumar, DIG- Intelligence, Ms.Rohini Priyadarshini, DCP Crimes,
Cyberabad, Mr.Sriram Birudavolu, CEO, CoE, DSCI, Mr.Abhishek Kumar,
Director, Threat Defense Engineering, Microso G, Mr. Ashok Ram Kumar,
Head- Litigation at Wordictl Pand Mr. Harinath- ACP Crimes.

Thespeakerssharedtheirknowledgeondigitalsignatures,statisticsoncyber-
crimesinthe city, country and global incidents, offences and violations that
take place at an individual, organizational and society level etc. A victim of
online matrimonial frauds hared her experience on the process of how she
was duped of a large sum of money which was later deciphered as a Nigerian
fraud.

Special mention to Mr. Bharani Kumar Aroll who has taken special interest to
promote Cyber Security awareness in the eco system; Mr. Rajesh Kumar IPS,
DIG-Intelligence who gave deep insights on Cyber Crimes and the steps taken
by the Telangana Govt in building up collaborations in effective
implementation of CERT; and to all the participants who very actively
participatedinthe discussions and had interesting questions to the Speakers.

As a part of SCSC, we create a lot of awareness
sessions in various locations about Cyber

security. Citizens can always reach out to
Cyber Crime Police Station, Cyberabad incase
of any similar situation.

Brief facts of the case are that on 10.08.2019
received a complaint from one of the SrBranch
Manager of a Nationalized Bank wherein he
stated that on 09.08.2019 an amount of
Rs.8,20,000/- was transferred into ICICI Bank
account through RTGS by debiting from the
Current Account held by one of the leading
automobile showroom located in Hyderabad
on the telephonic instructions of the person
who impersonated himself as the owner of an automobile showroom without
receiving cheque. After speaking to the management of the car showroom
from which the amount was debited, the staff of the bank realized that the call
which they received is a fraudulent call received from a fraudster in the name
of the management of car showroom. As such the management of the bank
filed a complaint for taking legal action against the fraudster for cheating their
bank to the tune of Rs.8,20,000/-




Modus Operandiof the Accused:

The accused A-1 is the master mind behind this crime, he collects the details
of car showrooms from net and make enquiries about high end cars by calling
their sales team by posing himself from a big company and shows interest in
buying cars. After which he is collecting all the details from the sales team of
car showrooms about their showroom owner name, bank name, on whose
name bank account held, bank account number of car showroom etc. In
regular course of their procedure, the car showroom sales teams are sending
a cancelled cheque photograph in whats app to the buyers/fraudster in good
faith by believing him as genuine customer.

The A-1 who collects the details of the management of car showroom and its
bank account details call the concerned bank manager where the bank
account of car showrooms is maintained and introduce himself as the owner of
the car showroom. Further he informs the bank staff and made them to believe
that their showroom is intending to deposit huge amount as Fixed Deposits in
their bank. Once the bank staff is satisfied with the information furnished by
the A-1/fraudster over phone, A-1 isinstructing the concerned bank staff to
transfer the amounts from car showroom account into the bank accounts
maintained by him by saying that he is sending original cheque to the bank for
debiting the amount.

Believing the words of A-1 the bank staff is transferring the amounts into the
bank account provided by himin good faith without receiving cheque.

The Cyber Crime Police, Cyberabad arrested four member fraudster gang i.e.,
three Nigerians and a lady from Nagaland for committing fraud in the name of
arrangingjobinabroad.

Onsuspicion, the Cyber Crime Police of Cyberabad Commissionerate enquired
a Nigerian national on 26.08.2019 about his involvement in cyber crimes, but
he was not involved in any present offences and he could not satisfactorily
answer regarding his presence in Hyderabad, purpose of visit to India, the type
of visaonwhich he travelled to India etc. He disclosed his name as Mr Valentine
Kevin, age 40 years, N/o. Logos, Nigeria and came to India in the year 2014 on
medical attendant visa and staying in India illegally after the expiry of the visa
and assisting his counter parts in Nigeriawho are committing Cyber crimes.

Since the said Mr Valentine Kevin of Nigeria is staying in India illegally and
earlier participated in Cyber crimes along with Nigerian counterparts, he was
deported to his country on 20.09.2019 by obtaining orders from the office of
Bureau of Immigration, Hyderabad to prevent him further commission of
Cyber Crime offences by himin India.
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Cyber Security Conclave 5.0 Updates

We welcome you to the 5th SCSC Cyber Security Conclave to Explore
Opportunities where more than 500 delegate representing 200 plus IT co sand
interact with Speakers across the World.

India is witnessing a significant economical and technological transformation
due to growing business opportunities in a number of industry domains such
as Banking & Financial Services (BFS], Retail, Manufacturing, Pharma,
Healthcare, Travel & Hospitality and many others. With the increasing digital
foot print in every sphere of life, either of the enterprise or the enduser, the
growing threat in the cyber space is a reality that is the concern of the entire
society. Today, cyber crime is a threat manyorganizations are beginning to
recognize as one of the key concerns for uninterrupted business. Thus comes
the need for an efficient cyber security system. While the society at large
including the government, industry and academia a like are contributing to the
acumen in contending with this menace and arriving at practical solutions.
The Telangana government has been playing a keyrole in the practice and
adherence of Cyber security measures in the state. This event is fifth in a row
after 4 successful years of Cyber Security Conclave and Cyber Safety
Adherence Awards—where in the best organizations with best practices get
recognized and rewarded.

CVBER SECURITY

This year we would have an interesting CaNCLAVE 5.0

discussion on Quantum computing Vs Cyber
Security Al Solutions for Resilience

« 10T Security
» Engineering Securityin Cloud computing
e CyberForensics

e Global and India Cyber laws and
compliance

» Bestpractices

Society for Cyberabad Security Council

(SCSC) in association with Cyberabad Police has conducted a one day
Conclaveon “Cyber Security Conclave 5.0— the Next Gen Threats and
Solutions”on 23.01.2020 at HICC from 9.00AM to 5.30PM

SCSC has been organizing the Cyber Security Conclave continuously for the
last five years and the participation from the IT & ITES, Police and Public in
generalisincreasingyear afteryearand well appreciated by one and all.



Enthusiastic participants included the Cyber Security Head , IT Employees,
Police Officers from across India, Students, Public in General, etc., Police
officials from across Telangana & other states participated in the Conclave.
Chief Guest Dr. Sanjay Bahl-Director General, CERT-IN, New Delhi, was the
Chief Guest, Mr. RajivKkumar, MDIDC Microsoft, Key note speaker Dr. Sudhir
Kamath, DG, Cyber Systems, DRDO, New Delhi, Sri. VC Sajjanar, IPS,
Cyberabad Commissioner of Police, Mr. Bharani Kumar Aroll, Mr. Krishna
Yedula, Microsoft, Deloitte, IBM, Broadridge, CISCO, Cloud4C— ControlS,
Infosys, etc., The event was started with the Lamp Lighting by the Chief Guest
and other Dignitaries followed by welcome note and context setting by
Mr. Bharani Kumar Aroll, Vice Chairman SCSC, in his welcome note said that
the digital transformation happening all across India is changing the way
businesses operate efficiently and effectively and also brings risks from cyber
threats. He presented the statistics on cyber attacks and also talked about the
threat land scape and the promising future of Cyber security. He also said that
the people should be aware that any crime related to Cyber Crimes should be
reported to CERT. In most of the Cyber Crimes Women are getting effected
more which needs to be addressed.

Mr. Krishna Yedula, General Secretary, SCSC has briefed about the miles stone
achievements of SCSC and the Impact they have created since its inception in
the year 2006. He thanked all the participants who were more than 600 for over
whelming response. Sri. VC Sajjanar, IPS, Cyberabad Police Commissioner
said now days the complaints on Cyber Crimes are more than the general
nature of reported crimes. The complaints these days are more related to
Social Media, Online Financial offences, Data Theft, etc., the loss due to Cyber
Crimesisimmense and posing tough challenges to the Police. Kids are getting
addicted to smart phones and getting alot of health and psychological issues.
To help the people in general affected by the Cyber Crimes Police believes,
‘Prevention is better than treatment’. As a result, Cyber Crime awareness
sessions and trainings are regularly imparted to the Police personnel and the
general public. He has appreciated SCSC for organizing the Cyber Security
Conclave for the last five years successfully. The Conclave not only helps the
Police to know about the latest threats and solutions but also the Public in
general. Mr. Rajiv Kumar, MDIDC Microsoft, stated that, Microsoft is always
been doing R&D to counter the Cyber attacks and inventing news of aware and
solutionsto ensure the safety and security for the publicand their data.

Dr. Sudhir Kamath, DG, Cyber Systems, DRDO, New Delhi addressing the
participants presented about the current trends on the Threat land scape,
Critical infrastructure security, Mitigation plans to Prevent cyber attacks, Use
of Innovative solutions and cyber intelligence to create a strong cyber
ecosystem.
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Dr. Sanjay Bahl, Director General, CERT -IN addressing the participants said
as the current world is moving towards the Automation and digital world the
Cyber Crimes and Threats are also increasing and posing challenges in the
equal ratio. He presented CERT-IN organization’s priorities that focused on
collecting, analyzing and disseminating Cyber threat intelligence to benefital
stake holders who are potentially impacted by these attacks.

The Police Track was well participated by the Police across India, Jammu &
Kashmir to Kanyakumari Telangana, Andhra Pradesh, Karnataka, Tamilnadu,
Kerala, Jammu and Kashmir, Jharkand, Madhya Pradesh, West Bengal, etc.,
The Police Track spoke about the recent Trends in Cyber Attacks (Special focus
on Ransomware attacks on banking & Fintech systems] by Mr. Balsingh
Rajput, SP, Cyber, Maharashtra.

Cyber Crime Scene Management (Handling of crime scene & incident
handling on cyber attacks as first responder), Recent Trends in Cyber Crimes
& Investigation using OSINT Techniques - Special Focus on (Social Media
Crimes & Cyber Frauds) (Practice Session),Understanding of Deep & Dark net
Crimes and Dark net Monitoring Techniques and Evidence Collection
Procedure (Special Focus on Crypto Forensics & Organized Fraud Crimes),
Handling Intermediaries & Nodal Agencies (Special Focuson MLAT & LOR
Procedures).




The topics for the main stream for IT and Publicin generalincluded:

Next Frontier of Cyber Security, Threat Landscape: Practitioners perspective,
Cyber crimes- Trends &Statistics, Case Studies on Cyber Crimes, Panel
Discussion on Applying Design Thinking To Solve Cyber Security Challenges,
Engineering Trust & Security in Cloud, Cyber Law & Personal Data Privacy by
Neeraj Arora, Advocate & Cyber Law Specialist, Panel discussion on Block
chain and Crypto impacting Data Security, Securing connected "things': Top 7
security risk sand good practices to secure connected world, Cyber Forensics,
Technology adoption for cyberresilience by GT Venkateshwarlu, MDTSTS.

A Fireside Chat on "Entertainment Industry-Threats & Mitigation™ hosted by
Pratyusha, Jt. Secretary Women Forum, SCSC with Mr. Shobhu Yarlagadda, Co
Founder & CEOQ, Arka Media Work sand Ms. Supriya Y, CEO Annapurna Studios.
The speakers are from various organizations such as Microsoft, Deloitte, State
street, Cisco, IBM, llIT, CYIENT, Broadridge, INFOSYS, Tollywood , Maharashtra
Cyber department etc. All the participants from Police, IT Fraternity and public
in general have expressed their satisfaction and appreciated SCSC for
organizing an extensive and knowledge able event.
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TYPES of cyber attacks

Malicious domains

There are a considerable number of registered domains on the Internet that
contain the terms: "coronavirus”, “"corona-virus”, “covid19" and "covid-19".
While some are legitimate websites, cyber criminals are creating thousands of
new sites every day to carry out spam campaigns, phishing, spreading
malware or to compromise Command and Control servers.

Malware

Cyber criminals are taking advantage of the wide spread global
communications on the corona virus to mask their activities. Malware,
spyware and Trojans have been found embedded in interactive corona virus
maps and websites. Spam emails are also tricking users into clicking on links
which download malware to their computers or mobile devices.

Ransomware

Hospitals, medical centers and public institutions are being targeted by cyber
criminals for ransomware attacks - since they are overwhelmed with the
health crisis and cannot afford to be locked out of their systems, the criminals
believe they are likely to pay the ransom.

The ransomware can enter their systems through emails containing infected
links or attachments, compromised employee credentials, or by exploiting a
vulnerability in the system.




Recommendations and prevention tips

With an increasing number of countries encouraging citizens to stay, learn or
work from home, now is the moment to focus on cyber security, whetherit's for
your self or your workplace. Keep your information safe Backup all your
important files, and store them independently from your system (e.qg. in the
cloud, onanexternaldrive); Always verify you are on acompany's legitimate
website before entering login details or sensitive information.

e CheckyourSoftware and Systems
e Ensure you have the latest anti virus software installed on your computer
and mobile devices;

e Secure email gate ways to thwart threats via spam;
e Strengthen your home network;
e Secure system administrations vulnerabilities that attackers could abuse;

e Disable third party or out dated components that could be used a sentry
points;

* Download mobile applications or any other software from trusted
platforms only;

e Perform regular health scans on your computers or mobile devices.
Be vigilant

e Talk to your family-including children-about how to stay safe online;

* Regularly check and update the privacy settings on your social media
accounts;

e Update your passwords and ensure they strong (a mix of uppercase,
lowercase, numbers and special characters);

* Do not click on links or open attachments in emails which you were not
expecting to receive, or come from an unknown sender. As always, if you
believe you are the victim of a crime, alert your local police.

Source:https://www.interpol.int/en/Crimes/Cybercrime/COVID-19
cyberthreats
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COVID-19
Activities
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It's been an unprecedented situation that has gripped the world and our lives
have been thrown off guard due to the prevailing Covid Pandemic. During this
challenging times, our Govt., Doctors, Police administration and all those good
Samaritans have braved the apocalypse and are proving that come what may,
we stand as one, we stand asawallto ensure as a nation, we will overcome this
great calamity. While the future is not going to be the same again, itis certainly
going to be exciting with new evolving opportunities, ideas and better
preparedness. In this context, as we move inch by inch towards total recovery,
there has been some thoughtful ideas which could make the organizations
limp back to normalcy with confidence.

Maintain two meter distance at all places- canteens, corridors, officerooms,
toilets, etc., Always carry additional 1-2masks Clothes should cover as much
of the body as possible. (Pants & full sleeves] If you are using a vehicle to travel
to office, then first disinfect the door/steering/side mirrors and then start your
vehicle Do not use saliva while flipping the book/ file/ documents Do not
handover your phone to anyone nor touch anyone's phone Use digital
currency; avoid taking/paying cash currency All workplaces shall have
adequate arrangements for temperature screening provide sanitizers at
convenient places such as office main entry, pantry/ canteen areas,
water/coffee work places shall have a gap of one hour between shifts and will
staggerthe lunch breaks of staff, to ensure social distancing.

Encouragedto
a)work from home
o Personsabove 65yearsofage
o Personswith co-morbidities
o Parentsof children belowthe age of5
o PregnantWomen
b)Use of digital modes forinternal /external meetings

c) Use of Aarogya Setu Application for allemployees/contract workers/
support staff Medicalinsurance for the workers to be made mandatory.

There should be strict ban on gutka, tobacco, etc. and spitting should be
strictly prohibited There should be total ban on non-essentialvisitors at sites.
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Covid-19 Activities
o Alerts on Covid-19

e Meeting with CEO/Center heads, HR Heads with Health Minister,
Mr. Jayesh Ranjan, IT Secretary, Mr. VC Sajjanar, IPS., Commissioner of
Police, Cyberabad, General Secretary Mr. Krishna Yedula, Mr. Bharani
Aroll and other SCSC dignitaries.

Representations to Government on exemptions for the IT Industry along with
HYSEA and Nasscom

e Co ordinating with Advisories on Covid-19




Major Supporting & Relief Activities done

Coordinating for Issuance of Vehicle passes for essential services

Facilitation of desktops and equipment to enable employees to work
from home

Creating a Volunteer base for Covid Control Room and service activities
Supported the Police on Ground with 150 plus Guards

Supported the Medical Emergency Ambulance Services with the
Technicians

Launched two Disinfection Machines
Supported with 30 plus drivers for Food Distribution Vehicles

Food distribution and donor facilitation with the help of organizations &
volunteers - 11 lacs plus Meals were distributed

Distributed Groceries more than 1.35 Lacs to the Migrated, Job less&
Home less labor, Orphan and Old age Homes, remote tribal people, etc.,

Deployment of security personnel at traffic junctions and police stations
with the support of Security agencies

Collaborated with Cyberabad Police for blood donation to Thalassemia
patients— 5500 units collected and distributed to five Blood banks

Aiding a few tribal areas in dire need of rations and medical equipment
Feeding of stray and voice less animals with food & water

Updating members on latest info, advisories to the industry for business
continuity, continuing to facilitate emergency requirements of the
industry

Logistics and volunteer coordination with the Covid Control Room

Daily News Bulletin of SCSC on Covid Control Room operations

Collaborating with different IT bodies in Telangana in a united approach
to support the Government in its endeavor to aid the ongoing operations
and fiscal costs
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