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VISION

To create cybersafe ecosystem for the State of Telangana

MISSION

Create a secure environment for businesses and citizens by
leveraging the collective expertise of the CISO community and
the technology partner eco-system

KEY OBJECTIVES

Enhance Cybersecurity Hygiene & Resilience

Enhance the collective cybersecurity resilience of member organizations and the broader community by
fostering collaboration, strengthening cyber security posture, sharing threat intelligence, and
coordinating responses to cyber incidents.

Focus on helping secure critical state government infrastructure to ensure services are not disrupted.

Facilitate Information Sharing & Standardization

Develop, collate and publish tools, technologies, processes to assist organizations in securing their digital
estate.

Establish a trusted platform for member organizations to share cyber threat intelligence, best practices,
and lessons learned.
Incident Response & Mitigation

Develop and implement standardized Incident Response (IR) frameworks and procedures across member
organizations to ensure consistent and effective response to cyber incidents, minimizing the impact on
operations and data.

Create an extended team of SMEs who can develop guidelines for robust IR capabilities and available for
consultation when needed.

Influence Policy and Regulation

Leverage the collective experience, expertise and influence to advocate for improved cybersecurity
policies and regulations at local, regional, and national levels.

Enhance Cybersecurity Awareness, Education and Competencies

Organize training sessions, workshops, and awareness campaigns to enhance the knowledge and
awareness of cybersecurity among its members and the broader community

Invest in research and training and leverage the collective knowledge to help enhance security
competencies of member companies as well as LEAs.

Reporting of Cybercrimes to LEA (State CERT)

Establish a streamlined reporting mechanism for cyber-crimes to CoE or State Computer Emergency
Response Teams (CERTs), enabling prompt and accurate reporting of incidents and supporting law
enforcement investigations.
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KEY BENEFITS

Enhanced Cybersecurity GCapabhilities & Posture:
Industry CISOs gain access to law enforcement's investigative expertise, as well as
contribute, bolstering ability to respond to and mitigate cyber threats effectively.
Timely Threat Intelligence:
Collaboration provides real-time threat intelligence, enabling CISOs to stay ahead of
emerging cyber threats and vulnerabilities.
Legal and Regulatory Insights:
Industry CISOs can tap into law enforcement's knowledge of cybersecurity laws and
regulations, ensuring compliance and reducing legal risks.
Incident Response Support:
Better manage cyber incidents, including evidence collection and coordination with law

enforcement, potentially leading to more successful prosecutions.

Public-Private Partnership Opportunities:

Collaboration can open doors for public-private partnerships, leading to joint initiatives, training
programs, and resources to strengthen overall cybersecurity resilience.




CISO COUNCIL ECO SYSTEM

PPP Model

Telangana State Cyber Security Bureau
(TSCSB) is designated as Joint Cyber Crime
Coordination Center (JCCT IV Hyderabad
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) Region of 14C, MHA) for 6 states

COUNGIL PR : (Maharashtra, Rajasthan, Karnataka, Jharkhand
N\ .y & Goa)

Industry led initiative in partnership with Police
(PPP), as a trusted partner to citizens, industry and
academia, for mitigating cyber security incidents
and frauds, by leveraging technology, setting up
processes, building capacity, spreading awareness,
thereby complementing cyber security initiatives of

Private - Public Sector Organizations Goent st o or
& |ndustries stakeholders to collaborate.

For Partnerships/Collaborations or Enquiries Contact

Society for Cyberabad Security Council - CISO Council
Associate Director

+91 9000257058

Telangana State Cyber Security Bureau Telangana State Police CoE for Cyber
Superintendent of Police — Cyber Security Safety

Deputy Commissioner of Police - Crimes
+91 8712665555

+91 9490617204



